Database
Programming with
Perl

#!/usr/bin/perl
use strict;

print "\nSaid the Llama to the Lama:\n";
my (@Llama, %answers, @llama, @questions) = map{ print;$_ }(<>);
die "seeking a llama to share pipe!\n" unless $Llama[0]=~/Find/;

print "\nSaid the Lama to the Llama:\n";

my$karma=0
;for (@Llama
){chomp; ; chomp;
s/Fi/lFoul;s/-I--1;
i/ 1; my ($lama,
$llama) = ($,$);
s/ g for( $lama ,
$llama); $|=0;push
@questions,$llama
unless $llama=~
1"$/ ; push
@llama,#
$lama unless $lama=~
/"$/} Yanswers = map { $_
, 0, scalar reverse( split /
) ,0 }@questions;my @karma=llama(
@llama);my @dharma = llama(map { (

Yx$_ . Sllamaf$_]. (") x (1* $#llama
-$)}0..$#llama)); my @lama=map{$a = $_;;:;;
s/(F)(\w+)( *)/$3$23$1/; $a}@dharma; my %find =

(lama => \@Ilama,dharma =>\@karma,karma =>\@dharma
Jlama=>\@lama); sub llama{map{$|++; my $grazing=

$_ sjoin( ", map{ ( split//,$_[ $_]) [$grazing]

}(0..$#_ )))(@?..ss( length($_[0])-1))}sub  dharma{my

@llama = _[0]} :[map{s/[a-z]\*/g;; ; @llama
1} my  %llama= map{$_dharma($find{$_})~ } (keys
%find );; sub karma { my $reasons=shift  ;;;; my
@answers = @{ $find{ "$reasons"}};; for my

$questions  (keys%answers){next if $answers{ $questions
}; study  $questions;for (0.. $#answers ) { if (
$answers[ $_]=~/$questions/){my($soul $seeks ,
$to_know )=($$' $&) ;s\wN\*/gfor ($seeks, $to_know,
$soul);$llama{ $reasons} ->[$_]=$soul . S$questions .$seeks;$karma
++;$answers{ $questions} ++ ; $answers{ reverse( split/,$to_know)}++
Mhfor(keys %find){ karma($_ )kmy@dali =map{$a= $_;$a=~s/.\*/g;$a}
(@llamay); for my $karma(keys %llama){ $llama {$karma}=[ llama(
@{$llama{$karma}})] if $karma=~/{5}/ ;for(0 .. S$#{$llama{$Skarma}}){
$llama{$karma}—>[$_] =~s/ /lg;my@Lama =split//, $dali[$_];my @IAma=
split//,$llama{$karma}->[$_J;$dali[$_]= join(",map{($IAma[$_]
ne ™) ? $lAma[$_J:$Lama[$_]}(0..$#IAma));}}my @answer=map { s/(.)/$1 /g
;s 1g; ($_, 'x(length($_)))}(@dali);my($llama,$lama)=sort($#questions,
$#answer) ; for (0..$lama) {print $answer[$_]," ", $questions[$_],"\n" }
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Chapter 1. About Perl Training Australia

Training

Perl Training Australia (http://www.perltraining.com)eoffers quality training in all aspects of the
Perl programming language. We operate throughout Auataaldl the Asia-Pacific region. Our
trainers are active Perl developers who take a personaésitim Perl’s growth and improvement.
Our trainers can regularly be found frequenting online camities such as Perl Monks
(http://www.perlmonks.org/) and answering questionsmyiding feedback for Perl users of all
experience levels.

Our primary trainer, Paul Fenwick, is a leading Perl expeAustralia and believes in making Perl a
fun language to learn and use. Paul Fenwick has been workthdPerl for over 10 years, and is an
active developer who has written articles fidre Perl Journabind other publications.

Doctor Damian Conway, who provides many of our advancedsas)is one of the three core Perl 6
language designers, and is one of the leading Perl expertdwide. Damian was the winner of the
1998, 1999, and 2000 Larry Wall Awards for Best PracticalitytiHe is a member of the technical
committee for OSCON, a columnist for The Perl Journal, arti@wof the book "Object Oriented
Perl".

Consulting

In addition to our training courses, Perl Training Austaiso offers a variety of consulting
services. We cover all stages of the software developnfertyicle, from requirements analysis to
testing and maintenance.

Our expert consultants are both flexible and reliable, aachaailable to help meet your needs,
however large or small. Our expertise ranges beyond thaisvHerl, and includes Unix system
administration, security auditing, database design, &cdurse software development.

Contact us

If you have any project development needs or wish to learrséoRerl to take advantage of its quick
development time, fast performance and amazing vergatliitn't hesitate to contact us.

Table 1-1. Perl Training Australia’s contact details

Phone: 03 9354 6001

Fax: 03 9354 2681

Email: contact@perltraining.com.au
Webpage: http://www.perltraining.com.au/
Address: 104 Elizabeth Street, Coburg VIC, 3058

Perl Training Australia (http://perltraining.com.au/) 1



Chapter 1. About Perl Training Australia

2 Perl Training Australia (http://perltraining.com.au/)



Chapter 2. Introduction

Welcome to Perl Training AustraliaBatabase Programming with Petrlaining module. This is a
two day training module in which you will learn how to intetadth databases through Perl.

Course outline

« Accessing the database

« Programming with DBI

« SQL::Abstract

« Transactions

- Database security

« Class::DBI

« Removing passwords from your programs

« Working with remote connections

Assumed knowledge

This training module assumes the following prior knowledgd skills:

- Intermediate Perl fluency, including a familiarity with Peariable types and references, file
input/output, system interaction and using Perl modulemé&experience of using Perl objects
would be useful.

« Basic Unix fluency, including logging in, moving around diteries, and editing files

Module objectives

« Understand what a database is and why we use them

- Understand basic SQL commands

- Be able to use the database shell to access the database

« Understand why Perl'sBI exists

- UseDBI to add, update, delete and select data in the database.

« Understand and use content from extra material.

Perl Training Australia (http://perltraining.com.au/) 3
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Platform and version details

Perl is a cross-platform computer language which runs siséally on approximately 30 different
operating systems. However, as each operating systenfasattif this does occasionally impact on
the code you write. Most of what you will learn will work eqlialvell on all operating systems;
your instructor will inform you throughout the course of argas which differ.

At the time of writing, the most recent stable release of Rerersion 5.8.8, however older versions
of Perl 5 are still common. Your instructor will inform you afiy features which may not exist in
older versions.

The course notes

These course notes contain material which will guide yoaubh the topics listed above, as well as
appendices containing other useful information.

The following typographical conventions are used in thegesi
System commands appeaitthis typeface
Literal text which you should type in to the command line oit@dappears asionospaced font

Keystrokes which you should type appear like tlEBTER. Combinations of keys appear like this:
CTRL-D

Program listings and other literal listings of what appears on the
screen appear in a monospaced font like this.

Parts of commands or other literal text which should be gy your own specific values appear

like this

Notes and tips appear offset from the text like this.

@Notes which are marked "Advanced" are for those who are racing ahead or who already have
some knowledge of the topic at hand. The information contained in these notes is not essential
to your understanding of the topic, but may be of interest to those who want to extend their
knowledge.

Notes marked with "Readme" are pointers to more information which can be found in your

textbook or in online documentation such as manual pages or websites.

C Notes marked "Caution" contain details of unexpected behaviour or traps for the unwary.
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Other materials

In addition to these notes, it is highly recommend that yotaioka copy of Programming the Perl
DBI by Alligator Descartes and Tim Bunce. This book can benfibat most major bookstores.
Alternately, if you're planning on attending a Perl TraigiAustralia course in the future, ask about
our discount rates for this and other suggested text books.

The Programming the Perl DBI book is often referred to as theefah book, due to the cheetah on
the front cover. This is how it will be referred to in these emt

These notes have been developed to be useful in their owt lniglvever this book covers an
extensive range of topics not covered in this course andisiss many of the concepts covered in
these notes in more detail. Tim Bunce is the current maiataifimost of the database modules
mentioned herein.
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Database schema

The database which we will be working with today has the tabigcture and contents as described
below.

CREATE TABLE Staff(

)

StafflD INT AUTO_INCREMENT PRIMARY KEY,
FirstName VARCHAR(15) NOT NULL,

LastName VARCHAR(15) NOT NULL,

Address VARCHAR(30) ,

City VARCHAR(15) ,

State VARCHAR(3) ,

Position VARCHAR(20) NOT NULL,

Wage INT NOT NULL

CREATE TABLE Projects (
StaffiD

);

INT NOT NULL,

ProjectName VARCHAR(20) NOT NULL,
Allocation
PRIMARY KEY (StafflD, ProjectName) ,

FOREIGN KEY (StafflID) REFERENCES Staff(StafflD) ON DELETE CASCADE

INT NOT NULL,

CREATE TABLE StaffPhone (

StaffID INT NOT NULL,
PhoneNumber VARCHAR(15) NOT NULL,
PRIMARY KEY (StaffID, PhoneNumber) ,
FOREIGN KEY (StafflD) REFERENCES Staff(StafflD) ON DELETE CASCADE
)
| Staff |
| StafflD | FirstName | LastName | Address | City | State | Posi tion | Wage |
+ + + + +- oo + e +
| 12345 | Jack | Sprat | 2 Pine Rd | Melbourne | Vic | Devel | 80 |
| 12346 | John | Doe | 43 James Crt | Melbourne | Vic | Devel | 160 |
| 12347 | Betty | Jones | 22 Fishing St | Melton | Vic | Manager | 1 80 |
| 12349 | Sam | Smith | 55 Queens Ave | Sydney | NSW | Admin | 130 |
| 12350 | Ann | Smith | 10 Albert St | Brisbane | QLD | Devel | 75 |
| 12351 | Peter | Pope | 254 King St | Sydney | NSW | Manager | 180 |
+ + + + +- oo + e +
| Projects
+ + + +
| StaffID | ProjectName | Allocation |
+ + + +
| 12345 | ABC | 50 |
| 12346 | ABC | 45 |
| 12347 | ABC | 100 |
| 12351 | ABC | 70 |
| 12346 | NMO | 60 |
| 12345 | XYZ | 50 |
| 12349 | XYZ | 50 |
| 12350 | XYZ | 100 |
| 12351 | XYZ | 30 |
+ + + +

Perl Training Australia (http://perltraining.com.au/) 7



Chapter 3. Our database

StaffPhone |

+. + +
y t 1

| StafflD | PhoneNumber |
12345 | 0401 111 111
12345 | 03 9333 3333
12346 | 03 8444 4444
12347 | 0423 222 222

I
I
I
|
| 12347 | 03 5555 5555
|
I
I

12349 | 02 9333 3334

12349 | 02 8333 3222

12351 | 02 9442 2233
R S +
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In this chapter...

In this chapter we’ll discuss how to access a database framWe will cover using the database’s
shell, database specific modules and Ped's

Our training database

In this course we’re going to be using thigsQLdatabase. This database is released under the GNU
Public License and can be down-loaded from the MySQL (Httav. mysql.com/) website. Itis a
true multi-user, multi-threaded SQL database with a clsstter implementation consisting of a
server daemomfysqld ) and many different client programs. It is fast, robustydasuse and has

been used in highly demanding production environmentsdars.

Like many other databasewsqLis not fully ANSI 92 compliant with its SQL and some thingsttha
work in other databases will not work with MySQL. Likewise B@L provides some functionality
that won't work in your database. Please refer to your damblacumentation when these problems
arise.

The MySQL shell

MySQL, like many other databases, provides a shell interfacdirect access to the database. The
MySQL shell can be invoked from the command line as follows:

% mysql -u username -p password databasename
% mysql -u usernane -p databasename

The second format is preferred where possible as it prorhptager for a password rather than
showing this information to anyone who can glance at yowrety see your process information, or
look through your shell’s history files.

The MySQL shell prompt appears as follows:
mysql>

Add your SQL or MySQL command at this prompt. SQL and commamagisspan more than one
line and can include any amount of whitespace. Hence thevioil:

mysql > SELECT StaffID
-> FROM Projects
- > WHERE Allocation = 100;

Notice that MySQL changes its prompt to indicate that yowéitkin a statement. MySQL also
changes its prompt if you have opened a set of quotes whiclhgee not closed:

mysqgl > SELECT *
-> FROM StaffPhone
- > WHERE PhoneNumber ="’
T >

Perl Training Australia (http://perltraining.com.au/)



Chapter 4. Accessing the database

Newlines embedded between quotes will be treated litenaltpmparisons.

If you're writing a complex query in MySQL, it can help to use @ditor rather than writing the
query on a line-by-line basis. You can invoke your editan (by default on our system), by typing
\e atthe MySQL prompt.

&

In our discussion of SQL in the introduction to SQL you may notice that every query ends with a
semicolon (;). This tells MySQL that we’re finished with this query. Don’t forget to add this when
you're dealing with MySQL's shell.

MySQL commands.

Using the database shell is different for each databaseinhections we provide here work for
MySQL specifically. For information on using your databasgiell read your documentation.

Table 4-1. MySQL commands

Command Action

show tables; Lists the tables available in your database.

describa abl enane; Provides information about table contents

help; Provides a list of available commands

quit; Exit the MySQL shell

LAST_INSERT_ID() SQL function to return the row id of the last
inserted entry.

Exercises

10

Your MySQL username and password have been provided to ytbe atart of this class along with
the name of your database. Start up the MySQL shell on the @mdiine for the following
exercises.

Use theshow tablesanddescribecommands to get an idea of what'’s available in the databése..
should be able to fetch all entries in a table with a singgleecTstatement.

Although it is possible to do many of these exercises by miincallecting a list ofstaffib s which
match staff who have the desired attributes, try to do theeecises in a data independent manner.

1. seLecTall staff who live in Melbourne.

2.sam smith has changed to full-time work, from part-timerDATEher allocation to 'XYZ' to
100%.

3. Tearfully,John Doe is leaving the company for greener pastures and higher wagesteJohn
from the appropriate tables.

4. Charles Apple has just joined the business. Charlesdit®s Lizzy Hwy in Brisbane . He’s
signed on as an ’Admin’ and expects to earn 80 units. He’s bssigned to the 'NMO’ project
at 100% capacityNSeRT Charles to the appropriate tables.
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5. seLecTthe names of the staff who are committed to two or more prsject

Accessing the database from Perl

There are three main ways to access a database through iResé @re:

1. Usingsystem oOropen to access the database’s shell directly.
2. Using a database specific module.

3. Usingpsl, Perl'sDataBasel nterface module or one of the modules that builds upon it.

Using the database shell directly
This can be done with code similar to the following:
# A HIGHLY UN-RECOMMENDED APPROACH

# Select everything from the Staff table
open (SELECT, "mysgl -u $username -p$password $database -e
'SELECT * from Staff' |"
or die "Failed for some reason: $!";

my @results = <SELECT>;
close SELECT;

# Now we need to parse each result into a form that's useful to u S,
# which is quite a task by itself. Here we just print them out.
print "@results\n";

# Insert something into the database

system(qq{
mysql -u $username -p$password $database -e
"INSERT INTO StaffPhone (StafflID, PhoneNumber)
VALUES (12345, '02 2222 2222)"

}
)i
die "Error: $?" if $?;

Although it is possible to use the database shell throughtieris a painful and tortuous procedure.
It increases the complexity of your code and therefore tbalility of errors for no extra gain. We
cannot recommend this approach when there are more simgiel@gant options available.

Using a database specific module

Over time database specific modules in Perl have slowly gisagd in favour of Perlssi. Which
overall is a good thing. However in many cases the drivers#orequire installation of database
client libraries. Occasionally these may not exist for yoperating system. In this situation, using a
pure Perl database specific module which does work on yotereymay be the correct solution.

One pure Perl MySQL module igt:MysQL . This can be down-loaded from CPAN
(http://search.cpan.org/~oyama/Net-MySQL-0.08/MySgph), the Comprehensive Perl Archive
Network. Documentation is linked to from that page. The ggi®for usingvet:MySQL is as
follows:
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use Net:MySQL; # Load in module

# Create a handle to our mysql instance
my $mysgl = Net:MySQL->new(
hostname => ’localhost’,
database => 'dbiX’,
user => "dbiX’,
password => "

)

HHHAHHHH T
# INSERT example
HHEHH

$mysql->query(a{
INSERT INTO StaffPhone (StafflD, PhoneNumber)
VALUES (12349, '02 32323232

b

printf "Affected rows: %d\n", $mysql->get_affected_rows _length;

HEHHHHH

# SELECT example

HHHHHHHHHH

$mysql->query(q{SELECT StafflID, PhoneNumber FROM StaffP hone});

# Create a handle to our results
my $record_set = $mysql->create_record_iterator;

# Iterate over each result printing out what we got.
while (my $record = $record_set->each) {
printf "StaffiD: %s PhoneNumber: %s\n",
$record->[0], $record->[1];
}

$mysql->close;

SQL injection attacks

TheNet:MySQL module requires the programmer to ensure that the infoomatssed through to
MySQL isclean This means that if any parts of your SQL statements are apfnam the user you
need to make sure that all single quotation marks are prppedaped as required by the database.
For example consider the following code:

print “Last name: *;

my $staffname = <STDIN>;

chomp $staffname;

$mysql->query(qg{SELECT * FROM Staff where LastName = ’'$st affname’});

This code is wide open to &QL injection attaclecause it allows the user to input a value that
dramatically changes the effect of the executed SQL. As amele:

Fred’; drop table Staff; commit; ’
Then the query becomes (with some added whitespace):
SELECT * FROM Staff where LastName = 'Fred’;

drop table Staff;
commit;

”

ThebropP TABLEommand deletes the database table and all of its data frecetiabase.
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Fortunately the MySQL database is hard to fool in this wayiaoéten treats such statements as
invalid SQL causing the attack to fail. Not all databasesadnle to behave in this way, and other
SQL injection attacks can still be carried out against theSKY. database.

While it is possible to write a regular expression to escapge quotes in strings you have to
remember to properly escape the escaping character tom Y&bed with a difficult problem like
this, it's better to go hunt around and see who's solved ihegast, or use a better tool suctoas.

We'll discuss howbsl helps us avoid SQL injection attacks in the next chapter.

Group Exercises

1. Users may enter data containing quote marks which maygehidwe function of your program.
Often this is not a malicious attempt, but instead can beathby legitimate data that contains
SQL meta-characters. List cases where a user may providiedath which will upset the
database.

2. How c you escape quotes and other meta-characters impsehiefore passing it to the
database?

Using DBI and derivatives

Interfacing directly with your database’s shell or usingagadhase specific module removes your
options to make your code portable across databases. Itn@aos that you need to learn a new
module for every database engine that you use, and the adysménd disadvantages associated
with that module.

Perl has a module callaumBi, which is short foDataBase Interfacehat helps you get around all of
these issues and its use is consideneldistry best practicepsi is a mature technology with a well
planned interface. It is fast, efficient and an essentidlitothe database programmers toolkitl

will be covered further in the rest of this course.

There are manpsl extensions which can be found on CPAN. Some of thhese ertenare stored
in theDpBIx name space and includeix::Recordset ~ which attempts to simplify database access
even furtherpBix:Abstract ~ which provides methods for avoiding writing SQL ab8lix::AnyDBD
which attempts to further increase portability by provglandatabase driver which can be
customised to work on multiple platforms. These each hasie #lvantages and disadvantages but
will not be covered further here. For more information orstenodules search for them on CPAN
(http://search.cpan.org/search?query=DBIx%3A%3A).

Introduction to DBI

What is DBI?

Thebsl is Perl’'s database access module. It defines the methodshlegrand conventions required
to provide a consistent database interface to the programegardless of the actual database or
databases being used.
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DBI provides this database independence by dynamically Igafipropriate database drivers to do
the actual work in the background. A large number driver nieglare available for Perl, including
drivers for all the major database servers and severalrdrive other database-independent
interfaces such asbecDBI also provides error checking and handling and specifiesuttefeethods
for non-database specific tasks.

Figure 4-1. Architecture of a DBI Application

|«—— Drivers —]| |=— Database engines»|

—
Perl D -
DBD::Pg PostgreSQL

program B
using [ DBD::Oracle
DBI
) DBD::ABC

- )

~—— Scope of DBI————

Each database drivepgD implements th@sl methods using the private interface function of its
corresponding database engine.D&s guarantees a consistent and uniform interface, normadly th
only special setup required is to ensure the approposienodule is installed for your database.

Database-specific features are documented in the appepeiadocumentation, and you should
consult this if a feature you wish to use or set is not part efftandaras! interface. An example of
this would be setting theongReadLen for oraclelong fields.

Supported databases

While Perl comes bundled with a great many useful modulesdrstandard distributiomg! is not
one of them. ADBI requires you to (usually) have a separate database endieeuseful, it's not
considered part of the core distribution. Likewis® does not come with any database drivers by
default. To write Perl programs that interface with dataisagu have to install bothsl and the
appropriateoDfor your database. The best procedure to perform this lastat depends upon your
operating system, and includes using Hee Package Manager underActiveState Perlor
Windows,apt-get under Debian/Linux, and the CPAN shell for many Unix flavours

As DBI is one of the most heavily used modules in Perl, it's eith@ngard or extremely easy to
install with many operating system distributions. A fulitlof drivers can also be found found on
CPAN (http://search.cpan.org/modlist/Database_late$/DBD).

Why use DBI?

DBI isn’t a miracle cure for difficult database applicationsefighare some cases when usingy
could be more trouble than it's worth. Certainly if you hawa@rking database application which
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does all that you need it to do; switching to uss may be a waste of time, money and resources.

By providing a common interface to all databasems, makes it harder to use some database specific
options. For example scrolling cursop®! also does not provide non-sequential access to data rows
pulled out of the database. The only way to achieve that isiticafi the data out into your own
structure and then access that non-sequentially.

Having discussed some issues with ugheg we must admit thabsl is one of the Perl community’s
finest asset®BI makes it extremely easy to change the underlying databasmiimprogram by
providing that database independent interfage . protects your database fra®QL injection attacks
and increases database-to-program communication effictgnusing placeholders. It's easy to
learn, very powerful and heavily optimised for speed.

Perl'sbel module is actively supported and has been the foundatiomilbs specifications in other
programming languages.

Chapter summary

« Using the database’s shell through Perl involves usjeg andsystem . This is a less than ideal
process.

- Database specific modules can be used when an apprapsiad@tabase driver does not exist for
your operating system.

« Some database specific modules are limited in their capiacitgndle database meta-characters
and proper escaping of this is left to the programmer.

« Unescaped database meta-characters can result in fatidsbhda queries. They can also result in
allowing users to gain more information about your systeamthppropriate or run database
commands other than what you intended.

- DBl is Perl's DataBase Interface. It allows Perl programs terfate with databases regardless of
which database is being used.
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In this chapter...

In this chapter we will cover how to interact with a databasBeérl by using the@si module. This
will include connecting and disconnecting, selecting datd using it, inserting, updating and
deleting entriesbBl’s ability for using placeholders and bind values will alsodovered in depth.

DBI provides a great deal more functionality than we’ll cover in this course. For more

information about DBI read the documentation in perldoc DBI . If you have further questions the
DBI:FAQ is a good place to start. If this is installed on your system you can read it at perldoc
DBI::FAQ otherwise try its CPAN page (http://search.cpan.org/~timb/DBI-1.42/lib/DBI/FAQ.pm).

Establishing a database connection

When we us®@Bl to connect to a database, we are provided witlatabase connection objedthe
object is commonly referred to as tdatabase handleand in code is often given the namesabh .
The advantage of being given an object to represent the @sgatmnnection is that it's easy to
connect to multiple databases at once and to see which gaxtsle can access the database. This
makes our code easier to audit and debug.

The Cheetah book describes database handles on page 80.

As connecting to a database usually involves a lot of ovetlestablishing the connection,
authentication, selecting the database you wish to uses@nd), most programs establish a
connection to the database when they start, and disconrsttigfore they end.

If you've never used Perl’'s object oriented features before, then you'll need to know the
following syntax:

$object- >method(@arguments);

The arrow notation means that we are requesting the object (always on the left of the arrow), to
perform some given action or method (on the right of the arrow). Passing arguments to methods
is done in the same way as passing arguments to subroutines or in-built functions.

As an example, when we see the code:

$dbh- >disconnect;

we're asking the $dbh object to disconnect. In the following example, we're asking the object to
do a certain SQL statement.

$dbh- >do("DELETE FROM user WHERE name='fred");

Perl Training Australia offers a 2-day course that covers Perl’'s object oriented features in depth.
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To connect to a database usipg we call theconnect method.
use DBI;

my $dbh = DBI->connect("dbi:$driver:$dsn”, $username, $p assword,
{ AutoCommit => 1 });

The first argument ofonnect  is often called th&®SN (Data Source Name) although, technically, the
DSNis only part of this string. This string consists of three mparts;

1. the stringdbi: (or DBI: , case is not important)
2. the name of the driver, for examptgsqg for MySQL orpg for PostgreSQL.

3. the data source nameN, this is usually just the database name. For exandplgbase=dbixX
ThebsNcan also include further information for connecting to tla¢adbase remotely such as the
hostname, database port etc. For example:
database=dbiX;host=example.perltraining.com.au

To find out more information about the connect method’s parameters read page 85 in the

Cheetah book.

To find out what information you may need to provide in the bsnread the perldoc for your driver.
For example read perldoc DBD::mysql for information on the MySQL driver and DBD::Pg for
information on the PostgreSQL driver.

The second and third argumentstanect allow you to specify your username and password. If you
have no password setup for access to your database thed@tbeiempty string instead. The final
argument is a hash reference of connection flags. We’'ll citnesse in more detail later in this course.

So, putting it all together, we can connect to a MySQL databéth the following program. This
program doesn’t yet do anything with the database conneafier it is established. We will also
discussautoCommit later in this text.

#l/usr/bin/perl -w

use strict;

use DBI;

my $driver = "mysql";

my $dsn = "database=dbiX";

my $username = "dbiX";

my $passwd ="

my $dbh = DBI->connect("dbi:$driver:$dsn”, $username, $p asswd, { AutoCommit => 1 });

Testing that the connection worked

There are many reasons for a database connection to fdilpethe driver couldn’t be found, or the
database name is misspelled. Perhaps the username andmhasincorrect. Maybe the database
is down.

Good programming practice tells us to check that the datat@asnection worked rather than
assuming it did. Like many other Perl functiomsgnect returns a false value if the connection fails.
The reason for the connection failure is storedoBl::errstr . This is just a regular scalar, but the
DBI: part of its name tells Perl to look inside thel package for it.
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We can testdobh for success (a true value) after the connect statementlatiealpon failure:
my $dbh = DBI->connect("dbi:mysqgl:database=dbiX", $user name, $passwd,

{ AutoCommit => 1 })
or die "Failed to connect to database: $DBI::errstr";

Exercise

We'll build on this script throughout the rest of this chapte

1. Write a program which connects to your database using\Verify that your connection was
successful.

Testing the connection later

Some database drivers providgi@y method which you can use to see if the database handle is still
connected to a database. This is rarely used in most datptegrams. If implemente@ing returns
true if the database is up and false otherwise.

If you call ping on a database handle when your driver doesn't implementlitiegeive a string
which is true in a boolean context and false in a numericaleodrfsuch as "0EQ"). It is best to
ensure that your driver provides thieg method before you rely upon it.

die "Database has fallen over? $DBI:errstr." unless $dbh- >ping;

Simple connection flags

DBI allows us to specify a number of connection flags in a hasheeée to the connect method.
These lebsl and the database drivers know that we want certain extrgghimhappen. For
example, the flag we've passed above:

{ AutoCommit => 1 }

tells DBI that we're not intending to use transactions. This meartetrexy time we execute an SQL
statementINSERT, UPDATE DELETE SELECT) we want the database to save that result immediately
rather than allowing us to undo it later.

The DBI documentations highly recommends explicitly setting your desired AutoCommit
behaviour.

DBl has many options you can use to affect how the database danhstat handles work in certain
conditions. In this course we cover the following:
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Table 5-1. DBI connection flags

Flag Meaning

AutoCommit If this is true then database changes cannot be

Default: on rolled back (undone). If this is false then database
changes do not get saved to the database untjl an

Do not rely on this default, always set this valuexplicit commit is sent to the database.

yourself.

PrintError This attribute can be used to make database errors

Default: on generate warnings. These warnings often say
where the problem occurred but do not alwayg
contain what the problem was.

ShowErrorStatement This attribute causes the statement text to be

Default: off included in the database error generated by
RaiseError , PrintError  andpPrintwarn . This
means that when an error occurs in your SQL
statement you get to see what the database said
was wrong.

RaiseError This attribute can be used to make database errors

Default: off generate exceptions when they occur. If you don't
catch these exceptions then your program will die.
The default for this attribute is false.

Taintln \When this attribute is set to true and Perl is

Default: off running in taint mode then all argumentsosl
methods are checked for being tainted. If they|are
tainted then your program will die with a fatal
error. The default for this attribute is false. Setting
TaintIn to true has no effect when Perl is not
running in taint mode.

TaintOut \When this attribute is set to true and Perl is

Default: off running in taint mode then all data from the
database is considered tainted. If you use this|data
without cleaning in an unsafe way then your
program will die with a fatal error. Setting
Taintout to true has no effect when Perl is not
running in taint mode.

Taint Setting this attribute to true has the same effect as

Default: off setting bothraintin ~ andTaintout  to true.

DELETE, | NSERT, UPDATE

TheDELETE INSERT andUuPDATEAll have one important trait in common. They modify the dath
and return the number of rows changed. In contraststhectcommand pulls data from the

20

database without modification.

Because the return values of these @nECcTcommands is so simpleg! provides a simple way to
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just do them. This method is called. This method is best used for single, unique statementerrath
than multiple statements of the same general type. For elesimppdate an entry in your table once
in your script useio.

#l/usr/bin/perl -w

use strict;

use DBI;

my $driver = "mysql";

my $dsn = "database=dbiX";

my $username = "dbiX";

my $passwd ="

my $dbh = DBI->connect("dbi:$driver:$dsn”, $username, $p asswd,

{ AutoCommit => 1 })
or die "Failed to connect to dbi: $DBI::errstr";

$dbh->do("INSERT INTO StaffPhone (StafflD, PhoneNumber)
VALUES (12351, '02 9999 9999')")
or die "Failed to insert row: " . $dbh->errstr;

$dbh->do("DELETE FROM StaffPhone WHERE StaffID = 12349 AND
PhoneNumber = '02 9333 3334™)
or die "Failed to delete row: " . $dbh->errstr;

$dbh->do("UPDATE Staff SET Wage = 79 WHERE StafflD = 12346")
or die "Failed to update row: " . $dbh->errstr;

TheDBI do method returns the rows affected by the last operationaflable. If the number of rows
cannot be determined (not known, not available or not appl&) it returnsi . undef is returned on
error.

Exercises

Write a Perl program to make the following changes to youaldase. Use the MySQL shell to
confirm your changes.

1. Insert a new employee into the database. Don’t worry addding their details to therojects
andstaffPhone  tables.

2. Update an employee’s address.
3. Delete a phone number from theffPhone table.
4. What happens when you run this program a second time?

An answer for the above is provideddrercises/answers/do.pl

Inserting, updating, deleting based on external input

A program which always makes the same inserts, updates &teéslesn’t very useful. We need a
way to take user input and provide it to the database. Likthalbs Perl, there are many ways to do
this, and some of them are plain wrong:
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my $stafflD = <STDIN>;
my $phoneNumber = <STDIN>;
chomp($staffiD, $phoneNumber);

# DON'T DO THIS
$dbh->do("UPDATE Staff set LastName = ’$lastname’
WHERE StafflID = $stafflD ") or die $dbh->errstr;

Code like the above is unfortunately common, but it is alagife and error prone. If a staff member
wishes to change their last nametelara or some other surname which includes an apostrophe, the
above code will break. Breaking on valid data is a bad thindoto

Furthermore, this code is open to SQL injection attacks saudised in the previous chapter.

DBI allows us to place this data into our statement a neater decdsay.

my $stafflD = <STDIN>;
my $lastname = <STDIN>;
chomp($staffiD, $lastname);

$dbh->do("UPDATE Staff set LastName = ?
WHERE StafflID = ?", undef, $lastname, $stafflD ) or die $dbh- >errstr;

This is the multi-argument version of tide method. It's general form is:

$dbh->do($sql, \%attrs, @bind_variables) or die $dbh->er rstr;

The second argumentattrs , allows you to pass information to the driver implementing t
method. This means you can pass in driver specific hints todwgpthe execution of the query. In
most cases this isn't required and so we pasgsf instead.

The subsequent values are calledhived valuesand are discussed in the next section.

The Cheetah book covers the do method on page 120.

Placeholders and bind values

The SQL in the previous example contained question marksadf data. These question marks
are calledblaceholdersUsing placeholders allows us to signal to Perl where to ptd that is then
provided separately. Doing this gives the database drivepportunity to pre-process both the
guery and the data befobéindingthe data to the SQL. This vastly increases the speed of thg que
execution and also increases the security of our code (layplitig) SQL injection attacks)

Thebind valueform data that we match with the placeholders.

You should notice in the previous example that the questiarkeare not enclosed in quote marks
even though quote marks would be required to provide valil. SQis is because the database driver
does the quoting for us. This means that we don’t have to besrord about which placeholders to
put quotes around and which ones to leave without (numbefrtimestamps don't need quotes).

There are a few restrictions on where you can use placelslglecceholders can only take the place
of data. You cannot use them in place of the field or table nafrie=y are also restricted to
representing single scalar values. This means than yowtasa a placeholder to provide the whole
IN list within a SELECT. Instead you'll have to use a placeholder for each valuegrish.
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Prepare and execute

So far we've learned about thie function to work with the database. However, you'll ofterdfin
yourself wanting to execute SQL queries which are fundaailgrthe same, but with differing data
values.

What we often want to do can be described as follows:

create SQL statement
execute statement with variables set 1
execute statement with variables set 2
execute statement with variables set 3

Likewise, when we wish teELECTdata, we often wish to select out the same columns with differ
requirements on the rows. This sequence can be describeticaesf

create SQL statement
execute statement with variables set 1
fetch data, fetch data, fetch data, ...
execute statement with variables set 2
fetch data, fetch data, fetch data, ...

These sequences are identical if we ignore the data fetcAg resulbsl provides us with
methods to create a statement once and then execute it agimasyas necessary thereafter (with
different data each time if desired).

prepare

DBI's prepare  method creates a statement handle (like a database hamndibe BQL statements) for
a specific piece of SQL. Some databases use this opportardgd the appropriate indexes into
memory and perform other transformations to make the aettedution much faster.

To prepare a SQL statement we do the following:

my $sth = $dbh->prepare(
"SELECT FirstName, LastName, Project, Allocation
FROM Staff s, Projects p
WHERE s.StaffID = p.StafflD AND
ProjectName = ?
ORDER BY ProjectName")
or die "Failed in statement prepare: " . $dbh->errstr;

You'll notice here that we use placeholders so we can ourluti@een calls texecute .

The Cheetah book discusses prepare and do statements on pages 106 - 111.

execute

Once we have a prepared statement handle wexacutet. We place theébind valuesas arguments
to theexecute method. This allows us to calkecute as many times as we need, providing different
values each time. For example:
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foreach my $project (ABC’, 'XYZ, 'NMOQO’) {

$sth->execute($project)
or die "Failed to execute statement: ". $dbh->errstr;

# fetch result and continue.

dump_results

dump_results dumps out the results of a query in an easy to view format.dbis/enient for
checking that the results of a query match that which is ebggegump_results  is not intended for
use in production, but rather as a programming and debugdgh@uery results are truncated to
maintain a tidy output.

To usedump_results ~ we can write the following.
# Replace $statement with your SQL statement (usually a SELE CT)

my $sth = $dbh->prepare($statement) or die $dbh->errstr;
$sth->execute() or die $dbh->errstr;
$sth->dump_results();

Exercise

Usedump_results ~ from the previous exercises to verify the results of thesza@ses.

1. Write a script (usingrepare andexecute ) which changes everyone’s wages according to their
Position . Wages are now organised as follows:

« Managers get paitgko
« Admins get paid.30

- Developers get paitko

2. Write a program which connects to the database and allmevsger to add phone numbers for
employees. Use placeholders and binding variables.

You may wish to usesxercises/insert.pl to get you started.

An answer for this exercise can be foundi@rcises/answers/placeholders.pl

do VS prepare

As we've mentioned in the previous sections, when you wigixgzute the same SQL multiple times
you should userepare andexecute rather thanio. The reason for this is thab internally calls
prepare andexecute itself. So performing five similar SQL statements one atterdther, usingo
creates five new statement handles, prepares the stateweetiies, executes it five times and then
destroys the handles for each of those five times. This isesetihe database overhead dramatically.

Preparing your statement once, and then executing it fivestiisaves the creation and destruction of
four statement handles, increasing the speed of your pragra
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Statement handles

In the above discussion pfepare andexecute we've usedstatement handle3 heprepare method
returns a statement handle upon which we can call certaihadstincludingxecute .

A statement handle is a child object of the database objeictvancapsulates the specific SQL
statement to be executed. You can have any number of statbamaiies in your script at any one
time and they all work independently of each other. Justdidabase handles, certain database
specific information can be passed to statement handles mdwssary.

By convention we name statement handkes . However you should alway aim to give your
statement handles more descriptive names where appmapriat

The Cheetah book covers statement handles on pages 81 and 146.

Fetching data

There are methods to fetch data out of the database with DBl and many ways to use those
methods. The Cheetah book covers these in much more detail from page 111.

How many rows?

Often you want to find out how many rows a query returned orcédid For this we have thews
method.

my $rows = $sth->rows;

It's important to note that this value can generally only &éed upon after a non-SELECT execute
(for example UPDATE and DELETE), or after fetching all theveoof a SELECT statement.

For SELECT statements, it is generally not possible to know many rows will be returned except
by fetching them all. Some drivers will return the numberafis the application has fetched so far,
but others may return -1 until all rows have been fetchedef3thtill will attempt to guess the
number of rows, or make another call to the database to gebtinect answer. Research the
behaviour of your DBD before relying on the result fresws .

A more portable (and often faster) way if only the number efsds desired is to use treELECT
COUNT(..) SQL construct.

Selecting rows

The following methods can be used to pull data out of a stat¢hendle once you have called
execute 0N it. Each of these methods return false when no more rowairgtout they can also
return false when a database error has occurred.
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@It is always a good idea to check whether you stopped getting data because you exhausted the
results returned by your statement or because the database failed. One way to do this is to
check the return value of $sth->err

while( my @array = $sth->fetchrow_array() ) {
print "@array\n"; # or do something else with the data

}

# Are we here because we've gone through all the data or becaus e
# there was an error?

if( $sth->err ) { # an error has occurred
die "Failed to fetch all data: ". $sth->errstr;

}

This is covered further in a later chapter.

Table 5-2. Fetching rows

Method Description
my @array = $sth->fetchrow_array; This fetches the next row of data and returns it as
a list containing the field values. All null values
are translated tondef . When used in a scalar
context only the value of the first field is returned,;
this use is discouraged as it can be difficult to tell
the difference betweamdef being returned due a
NULL value, versusindef due to error.

my $ary_ref = $sth->fetchrow_arrayref; This fetches the next row of data and returns a
reference to an array which holds the field valjies.
Null values are translated tadef . This method
is much faster than callingtchrow_array ~ as no
copying occurs, however the same array reference
is returned for each fetch, so if you need to stare
the data rather than use it immediately you'll need
to perform your own full copy.

my $hash_ref = $sth->fetchrow_hashref; This fetches the next row of data and returns a
reference to a hash which holds the field valuas
indexed by column name. Null values are
translated tandef . This method is a little less
efficient than eithefetchrow_arrayref or
fetchrow_array ~ but is often more convenient.
Once again, if you need to store the data rather
than use it immediately you should perform ygur
own full copy.

An example of usingetchrow_hashref ~ would be:
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# Print names and addresses for all of our employees.

my $sth = $dbh->prepare("SELECT FirstName, LastName, Addr ess, City, State
FROM Staff') or die $dbh->errstr;
$sth->execute() or die $dbh->errstr;

while(my $result = $sth->fetchrow_hashref()) {

print "$result->{FirstName} $result->{LastName}\n",
"$result->{Address}\n",
"$result->{City} $result->{State}\n\n";

}

fetchrow_hashref ~ provides data structures that are very easy to work withd&iare referred to by
name, not position, and so selecting extra fields requittéss ¢ir no change to existing code. An
example hashref frometchrow_hashref ~ would look like:

$result = {
FirstName => "Bilbo",
LastName => "Baggins",
Address => "The Hill",

City => "Hobbiton",
State => "West Farthing",
}
Exercise

1. Ask the user for a city. Fetch details of all staff membeheive in that city using:
a. fetchrow_array()
b. fetchrow_arrayref()
C. fetchrow_hashref()
and display them.

2. Write a program similar to youtsert.pl ~ program which asks the user for a StafflD and
returns all of their phone numbers. Usepare , execute and one of theetchrow_* methods.

Advanced exercise

If you have time, try this exercise.

1. Modify the program found iexercises/update.pl to allow users to view all Staff records and
make appropriate changes.

An answer can be found ixercises/answers/update.pl

Selecting a single row or column

Sometimes we just need to fetch a single row, or one or moteesah a single column. For this kind
of requirement using botfrepare andexecute can appear somewhat as overlolikl provides a
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few methods for these purposes which performpilegare andexecute calls on your behalf and

return a single result for your use.

These methods return the empty lisuadef upon failure. As always, make sure you check your

return value rather than assuming all is okay.

These functions have the same semantics asotheethod discussed earlier. They take three
arguments: an SQL statement, a hash reference of hintsdaatiabase, and the list of bind values
matching the placeholders in the SQL statement. In all casesan pass in a pre-prepared

statement handle instead of the SQL string if availablehin¢ase therepare stage is skipped.

Table 5-3. Single row and column selection

Method

Description

my @row_ary =
$dbh->selectrow_array($statement, \%attr,
@bind_values);

This method combinesm@epare , execute and
fetchrow_array  call into one. Calling this
method in a scalar context returns the value of
first field; however this use is discouraged as i
difficult to tell the difference betweamdef being
returned due to aULL value in the database, an
undef being returned due to error.

the
S

$ary_ref =
$dbh->selectrow_arrayref($statement,
Y%attr, @bind_values);

This method combinesgepare , execute and
fetchrow_arrayref call into one. As with albsl
functions that return a reference, the reference
returned may be overwritten on repeated calls
this function.

$hash_ref =
$dbh->selectrow_hashref($statement,
%attr, @bind_values);

This method behaves aslectrow_arrayref bu
usedSetchrow_hashref  to fetch the rows. As wit
all bBI functions that return a reference, the
reference returned may be overwritten on repg
calls to this function.

rated

$ary_ref =
$dbh->selectcol_arrayref($statement,
%attr, @bind_values);

This method combinesmepare andexecute
and fetches one column from all the rows
matching the WHERE filter. Like
fetchrow_arrayref it returns a reference to an
array containing the values of that column. If y,
wish to store these rather than using them
immediately you'll need to copy these values.
Read theoBl documentation to learn how to se

ect

multiple columns using this method.

An example of usingelectrow_arrayref

my $result = $dbh->selectrow_arrayref(

would be:

"SELECT FirstName, LastName, Wage

FROM Staff

WHERE StaffID =

undef,
$staffid)

or die "Failed to select row:". $dbh->errstr;

28
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Exercise

1. Modify yourinsertpl ~ program to use one of thelect* methods rather thagiepare and
execute .

Selecting everything

Occasionally it's useful to get all of the rows returned bg ttatabase at once. This allows you to
perform processing on the rows in a block before finishingnthéth them. An example might be a
batch script which copies all new entries in a database idifferent database. In this case it may be
more efficient to ask for all the entries rather than callimg fetch method for each and every row.
However this can also use significantly more memory than abhpwow approach.

DBI provides twdfetchall ~ methods for this purpose:

1. fetchall_arrayref
2. fetchall_hashref
These also come with appropriately nameldctall  methods.

Reading large data sets into memory can slow your system dowwrash your database or program.
These methods should only be used if you are certain thaethdting memory footprint is going to
be manageable. The&chall_arrayref method optionally takes an argument to limit the number
of rows fetched. It can then be called again to fetch more rows

For more information about selecting large data sets from the database read the

documentation for these methods in perldoc DBI .

Stored procedures

Anything you can do with your database directly, you can doufhprepare andexecute or the
selectrow*  andselectcol_arrayref methods. Hence, if your database has a stored procedure
calledget_abc which takes three valuesx, $y andsz) and returns a single tuple of three fields you
can call it as follows:

my @array = $dbh->selectrow_array("CALL get_abc(?, ?, ?)" , undef, $x, $y, $z)
or die $dbh->errstr;

print "@array\n";

Calling finish

In our previous examples we've assumed that we always whthieatiata returned to us.
Occasionally we may wish to stop working with a statementit@before we've used all of its data.
We could just leave it and continue on with our program bid kaaves the statement handle still
active and taking up memory or disk space with the unprodaessm®rds.
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To tell the database that we're finished with the statememdlezeven if we haven't read all the data
from it, we can call théinish method:

$sth->execute() or die $dbh->errstr;

for (my $i = 0; $i < 5; $i++ ) {
if( @array = $sth->fetchrow_array() ) {
print "@array\n";
}
}

$sth->finish; # end statement even if we haven't used all the data

finish  is automatically called whenever a fetch method returnsnahad-data status so most of the
time you won'’t need to use it. Likewise callirgecute again on your statement handle
automatically finishes the previous cailish  is also called when a statement handle goes out of
scope and gets destroyed.

If you don't call finish on statement handles which are sttivge (still have unprocessed data) you
will receive the following warning when you disconnect:

disconnect invalidates 2 active statement handles
(either destroy statement handles or call finish on them bef ore disconnecting)

You can read more about the finish method on page 117 of the Cheetah book.

Disconnecting from the database

Just as it's a good idea to close a file handle once you've fis¥ith it, it's also a good idea to
disconnect from the database when you no longer need itwitechll disconnect on all databases at
the end of your program'’s execution if you haven’t done sargelf.

The disconnect method is a database handle method andad aslfollows:

$dbh->disconnect();

If you have more than one database handle open and want tothlas all at once you can call:

DBI->disconnect_all();

This will disconnect all currently open database handlasthi knows about. This is not generally
a good idea, it's better to explicitly close the specific ate handles you don’t want open.

Exercise

1. Add a call tadisconnect  in yourinsert.pl  program.
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Chapter summary

- To establish a connection to the database we useptihect method.

« We must remember to tabisl our desired commit behaviour. We can do this by including the
AutoCommit => 1 } flag when we caltonnect .

- To perform stand alone noseLECTSQL queries we can use the method.

« Toinclude placeholders in an SQL statement we place questarks ¢) where we wish to add
data. We then pass the data to the method as bind values.

« When we need to perform a statement which is essentiallyaime £ach time, or when we wish
to select data out from the database we useipare andexecute methods.

- Data can be fetched from the database by usingettt@ow_array  , fetchrow_arrayref and
fetchrow_hashref methods.

« To disconnect from the database we usedifi®nnect method.
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In this chapter...

SQL is an expressive and heavily used language for workitiy nelational databases, however for a
software developer it does present some problems. Very aftemay have information contained in
a data structure that we wish to use as the basis of a quenyabsforming that data into SQL can
be challenging.

This task is particularly difficult when the data may contaivariable number of fields and
constraints, and the job of managing the SQL generatiorténdéft to the individual developer.
Hand generating is not only tedious, it can also be errorgron

In this chapter we will examinsQL::Abstract , a Perl module for automatically generating SQL
gueries for use with DBI.

Using SQL::Abstract

ThesqQL:Abstract  module is available from the CPAN. It is uses an object-dddinterface for
controlling options and generating SQL. Creatinga. :Abstract ~ 0bject is straightforward:

use SQL::Abstract;

my $sql = SQL::Abstract->new();

Insert statements

UsingsQL:Abstract  to generate an insert statement is simple to use and unader§teovided with
a hash of key/value pairsQL:Abstract ~ will generate a corresponding insert statement. For
example, using the following code:

my %record = (
FirstName => 'Buffy’,
LastName => 'Summers’,
Address => '1630 Revello Drive’,

City => 'Sunnydale’,
State => ’'California’,
Position => ’'Slayer’,
Wage => 50000

)
my ($stmt, @bind) = $sqgl->insert(’Staff',\%record);
would generate:
$stmt = "INSERT INTO Staff
(FirstName, LastName, Address, City,
State, Position, Wage)

VALUES (2, 2, 2, 2, 2, 2, 2, ?)";

@bind = ('Buffy’,’Summers’,’1630 Revello Drive’,
'Sunnydale’,’California’,’Slayer’,50000);
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These variables can now be used directly with DBI:

my $sth = $dbh->prepare($stmt);
$sth->execute(@bind);

# Alternatively:

$dbh->do($stmt,undef, @bind);

Being able to turn a hash into SQL can save a large amount eftimth writing SQL and selecting
bind values in the correct order. It also produces a morelflexirogram, as we can accommodate
schema changes just by altering the data structure passed:tabstract

We can also passQL::Abstract ~ an array reference when generating insert queries. Thiupes
an insert statement without column names:

my @record = ('Buffy’,’'Summers’, 1630 Revello Drive’,
'Sunnydale’,'California’,’Slayer’,50000);

my ($stmt, @bind) = $sql->insert(’Staff’ \@record);
# This produces:
$stmt = "INSERT INTO Staff VALUES (?, 2, ?, 2, 2, 2, ?, )"

@bind = ('Buffy’,’Summers’,’1630 Revello Drive’,
'Sunnydale’,’California’,’Slayer’,50000);

Select statements

34

Select statements are much more complex than simple inaettisey almost always have a
complicatedvhereclause that needs to be considerspl.::Abstract ~ allows the generation of very
detailedwherestatements, however we’ll only examine the most commonrdyldeatures in these
notes.

The basic select generator is used by calling

my ($stmt, @bind) = $sql->select($table, \@fields, \Y%wher e, \@order);

Only the table and fields are required. The fields is a list ¢ddi¢o retrieve, although can be used
to select all fields.

Thewherestatement is based upon the contents of the hash referemddqu. The two most
commonly used formats are those of simple equality (reptegby a simple key/value pair), and
checking for the existence in a set (by using an arrayrefeasgatue). The following example
demonstrates both, and finds all Slayers, Watchers, ana/&efEngineers living in Sunnydale.

my @fields = gqw(FirstName LastName);
my %where = {
City => 'Sunnydale’,
Position => ['Slayer’,’'Watcher’,’'Software Engineer],

}

my ($stmt, @bind) = $sql->select(’staff’ \@fields,\%whe re);
# This generates the following:

$stmt = 'SELECT Firstname, LastName FROM staff WHERE

City = ? AND (Position = ? OR Position = ? OR
Position = ?);
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@bind = ('Sunnydale’,'Slayer’,’"Watcher’,'Software Engi neer’);

It should be noted that when an array reference is used asi@, ¥heé alternatives a@Red together,
however the entire statement is joined usiigD.

SQL:Abstract  also makes it possible to perform more complex operaticans $mple equality,
although the syntax also becomes correspondingly more lexrifp do so, we must use a hashref
of comparison => value  as one of our hash values. The following code demonstratettkearch
for the same set of staff members, but only those with a wadgsefthan 100,000.

my %where = {

City => 'Sunnydale’,
Position => ['Slayer’,’'Watcher’,’'Software Engineer],
Wage => { '<’, 100000 },

}

# This would generate
my ($stmt, @bind) = $sql->select(’staff’,\@fields,\%whe re);
# This generates the following:

$stmt = 'SELECT Firstname, LastName FROM staff WHERE
City = ? AND (Position = ? OR Position = ? OR
Position = ?) AND Wage < ?

@bind = ('Sunnydale’,’Slayer’,’'Watcher’,'Software Engi neer’, 100000);

Being able to convert data structures into compldrerestatements is particularly useful when
writing search interfaces, which is traditionally a difficiask to do with DBI alone.

Exercise

1. Write a program that uses SQL::Abstract to select alf stafnbers on projects ABC or XYZ
that have an allocation of 50% or more to that project.

Other statements

SQL:Abstract  also supportsipdateanddeletestatements, using the same principals as those in
selectandinsertshown above. The syntax is simply:

my %fieldvals = (
Address  => 'Room 214, Stevenson Hall, ’
'University of California’,
Position => ’'Slayer + Student’,
)i
my %where = {
FirstName => 'Buffy’,
LastName => 'Summers’,

}

my ($stmt, @bind) = $sql->update($table,\%fieldvals,\%w here);
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my ($stmt, @bind) = $sql->delete($table \%where);

SQL:Abstract  also provides avheremethod, which only generatesvdnereclause. This is
particularly useful when you have an otherwise static qbetya potentially variable WHERE
clause. It's used in the same way as other methods, exgept only contains the where clause.

my ($stmt, @bind) = $sql->where(\%where, \@order);

Performance

When performing similar queries repeatedly, it can be inigffit to regenerate the SQL every time,
particularly if we're performing a lot of work. One exampléere regenerating SQL is loading a
large amount of data from a file; the SQL will remain the sanuétte data records will change each
time. This is particularly important as DBI allows a singtatement handle to be used for multiple
gueries, saving a very large amount of processing time.

SQL:Abstract  provides a special method calledues that simply returns the list of bind values
that would be generated by any otlsen.::Abstract  method call.

The following code example generates the SQL code and statdmandle only once, and then uses
a call tossgl->values  to prepare the data for insertion each time:

my ($sth, $stmt);

for my $hash_ref (@data_set) {
$stmt ||= $sql->insert(table’,$hash_ref);
$sth  ||= $dbh->prepare($stmt);
$sth->execute($sql->values($hash_ref));

}

Of course, if the absolute maximum speed is needed, itidasiier to hand-craft the SQL and data
preparation, however the above technique provides a signifgain without much extra effort.

Conclusion

ThesqQL:Abstract  module allows Perl data structures to be converted into S@¥ing the
developer from having to write SQL by hand. UsiegL:Abstract s particularly useful when
writing search interfaces, when dealing with data from aetgiof sources, or when working with
existing Perl code that already returns data in structlaesthL::Abstract ~ can process.

More information on sSQL:Abstract ~ can be found at

http://search.cpan.org/dist/SQL-Abstract/lib/SQL/Abstract.pm .
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Understanding how to use the DBI is not the same as applysgribwledge you've just learned.
The following exercises are modelled on a real-world projeenay use a couple of technologies
you may not be familiar with, so ask your trainer if you havg goestions. Don't forget that you
can look-up the documentation associated with any modig tiseperldoc command.

The problem

Your client has hundreds of images which they’d like to keep searchable archive. The following
schema is used for the images themselves:

create table images (

image_id INT UNSIGNED NOT NULL PRIMARY KEY AUTO_INCREMENT,
image_name varchar(100),

description text,

photographer varchar(100),

photograph_date date,

copyright_holder varchar(100),

image_location  varchar(200),

original_media  varchar(100),

image_colour varchar(50),

prepared_by varchar(100)
)

Images from the archive are sometimes printed in publinatiand your client would like to keep
track of these. Not all images have been published, and saneelieen published multiple times.
The following schema is used:

create table publications (
image_id INT UNSIGNED NOT NULL REFERENCES images(id),
publication_name varchar(100),
publication_date date,
issue varchar(100),
page varchar(20)

)

An image can be a member of multiple categories. For exanmpi@mage of a rose may be a member
of both the "flowers" and "plants"” category. Categoriestéris flat format, there are no such things
as sub-categories. The client wishes to be able to chooshertte pick a category from a list, or
create a new one. The categories table only has two columns:

create table categories (
image_id  INT UNSIGNED NOT NULL REFERENCES images(id),
category varchar(200)

Implementation

Your client already has a sizeable database and has beegaddiata through some means they
wish to change. The actual images are stored in direct@@se software already exists which
makes use of the current database structure, and your dbestnot wish changes to be made to that
software at this time.
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The database

The database consists of three tables: images, publisaimhcategories. To verify their schema use
themysqgl shell:

% mysqgl -udbiX -p dbiX
> describe images;
> describe publications;

> describe categories;

Helper files

A project this large will take more than the few hours we hagyers. As such we've already written a
lot of the structure of the code for the following exercisés these files use CGI capabilities to
present a web interface, you will need to run your programtherraining server. You are welcome
to edit them on your machine, and upload them to the trainénges if that suits you.

These files will be found in yousxercises/images/ directory. Ignore the ones that start widbi_
for now, they're used for an exercise later in this course.

Index page
Most of the functionality for this project can be accessedh®yindex page
exercisesfimages/wwwi/index.html . Your trainer will tell you the URL for accessing this pagedan

the rest of your programs.

Exercise - listing the images

Theexerciseslimages/cgi-bin/list_images.cgi file should list all the existing images. It uses
the template filexercises/images/tmpl/list_images.html for the HTML. You'll also need the
exercises/images/lib/Image/Utility.pm module in which we’ll store functions common to more

than one script.

1. Check that youiist_images.cgi script loads and returns an image.
2. Edit theconnect_to_database() in Utility.pm so that it connects to the database.
3. Edit theget_image_list function inexercises/images/cgi-bin/list_images.cgi so that it

returns an array reference of the images from the databaseddy date.
4. Check that youlist_images.cgi script loads and returns all the images.

5. In theutility.pm module is a stub for thget_publications function. Edit this function so
that it returns all the publications for a given image id.

6. Check that youiist_images.cgi script loads and returns all the images, some should be
published, and others not.
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Exercise - displaying an image

For this you'll need the filesxercises/images/cgi-bin/show_image.cgi
exercises/images/tmpl/show_image.html andexercises/images/lib/Image/Utility.pm

1. Click on one of the links from youist_images.cgi script. Check that yowhow_image.cgi
script loads and shows the details of an image (even if it W#smone you clicked on).

2. Fill in theget_image function in Utility.pm
3. Fill in the get_categories  function inUtility.pm

4. Check that youshow_image.cgi ~ script works over a number of the images.

Exercise - editing images

For this you'll need the filesxercises/images/cgi-bin/edit_image.cgi
exercises/images/tmpl/edit_image.html

1. From yourshow_image.cgi  page, click the "Edit" button. This should present you wisirailar
page with editable data.

2. Fill in the get_categories_list in your edit_image.cgi file so that it returns a list of all the
distinctcategories in the database, sorted alphabetically. Chetkhis worked.

3. Edit theupdate_images  to allow editing of image details. There’s some scaffoldioge to help
you out. Remember to use place-holders for user data! YousesQL::Abstract  for this if
you wish.

4. Test your changes by editing the title, description amgydght holder of an image. Check that
the changes appear in the new results.

5. At the moment we don'’t allow editing of existing publicais entries, however new
publications can be added. Edit tiy@late_publications function to handle the addition of
new publications.

6. Test your changes by adding a publication to a previougbublished image. Check that it now
displays that it was published in the image listing.

7. The web-page allows the addition and subtraction of caieg as well as the creation of new
categories. In such a situation it may be easier to delethaltategories for an image and then
add all those submitted. Edipdate_categories ~ so that it handles category changes.

8. Edit some images and test your functionality.

Advanced exercise

When editing our image we make a number of very distinct ckang the database. We edit one
table, add to another, delete from and add to a third. Shbeldthe a database, operating system or
networking failure after we start making changes, but efee finish; our image data could be left
in an inconsistent state.

Implement transactions for these changes so that eithireatihanges occur, or none of them.
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Advanced exercise - deleting images

Sometimes images will be duplicated, or have other reasoine teleted. Think about the best
location to put decisions regarding deleting images, andige the code.

Advanced exercise - searching

Managing images is a good start. Now, how can we search fayas®taConsider the below queries.

1. Allimages in given category.

2. All images which have been published.

3. All images which have been published in publication X.

4. All the images in the fish category that have been published
5. Allimages with X in their title.
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In this chapter...

Transactions are part of most modern databases. This chépteover how transactions can be
used effectively to safeguard against errors and data gioru

What is a transaction?

Consider the operation at a bank whgteo is transferred from account34 to account67s. In
SQL, this operation may be very simply represented by twestants:

UPDATE accounts SET balance = balance - 100
WHERE acct_no = 1234;

UPDATE accounts SET balance = balance + 100
WHERE acct_no = 5678;

Now imagine the possibility where something goes wrong-talf through. The money has left
accounti234, but has not reached accowsats, instead it's just disappeared! This is an example
where we either want all the statements to be executed, @ aftthem. The means by which we do
this is by using dransaction

A transaction executes a number of statements in an atostiofa ensuring that we can never
commit to a half-completed state. It is an all-or-nothinfgiaf Either it all works, or it all fails. This
is sometimes described as having A.C.1.D. properties:

- AtomicityAll changes to the database in a transaction are atomiceiBhley all happen or none of
them happen. If for any reason the transaction cannot be lebecithe all changes made to the
database are undone.

- Consistencyatabase consistency and integrity is preserved. Thatiie & transaction may
violate certain invariants in the data during executionotieer transaction will see these
violations and all such inconsistencies will be eliminabgdhe time the transaction ends.

- IsolationTo a given transaction it should appear as though it is rupaiiby itself on the
database. The effects of each transaction is invisibld wtlar transactions until the transaction
is committed.

- Durability Once a transaction is committed its effects are guarantegersist even in the event of
subsequent system failures. Prior to transaction comnaitséaction effects are guaranteed to be
erased in the case of system failure.

Your database engine may also provide other guaranteesfmatctions. For example, your
database may provideerialisable isolatiorfor your transactions, ensuring that all transactions act a
if they were executed one after the other. However in thisgmwe only cover basic atomic
transactions. It is also worth noting that not all datab&se® transaction capability.
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Using transactions with DBI

Thebsl module has anutoCommit attribute, which is normally set when connecting. Whenaet t
true value every statement will be committed to the databas®on as it is executed. When
AutoCommit IS set to false, statements are always considered part afisaction, and will only be
committed when explicitly told to do so.

While the value ofutoCommit is set to true in recent versionsoél, this has not always been the
case. As such, it is recommended that you always setubeommit attribute when connecting.

Trying to set AutoCommit to false results in an exception on databases that do not support
transactions.

Transactions with Aut oCommi t set to true

To begin a transaction whentoCommit is turned on, you need to call tlhegin_work method on
$dbh .

$dbh- >begin_work or die "Could not start transaction - ".$dbh->er rstr;

Transactions with Aut oCommi t set to false

If you haveautocommit turned off, then you're always considered to be working witinansaction,
so no special effort is required to begin. In fact, callirgin_work will return an error status if you
do so wherautoCommit is Off.

Ending the transaction

Whenever you're working with a transaction, it will end ineoaf two ways. You canommit your
transaction to the database, or you ealnack  your changes, as if they never occurred. In the
situation where an SQL error occurs during your transagtiorst engines will automatically issue a
roliback , and will mark all subsequent SQL statements as an errdraméxplicitrollback IS
performed.

When using th@Bl, you can use the database handiersmit androllback methods to perform
these operations.

my $dbh = DBI- >connect($dsn,$user,$pass,{AutoCommit = > 0})
or die "Cannot connect to database ".DBI- >errstr;

$dbh- >do("UPDATE accounts SET balance = balance - 100
WHERE acct_no = 1234") or die $dbh->errstr;

$dbh- >do("UPDATE accounts SET balance = balance + 100
WHERE acct_no = 4567") or die $dbh->errstr;

$dbh- >commit;
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C The transaction behaviour of DBI when disconnect  is called is undefined. Some database
drivers issue a commit while others issue a rollback . As a result good programming practices
insist that you must explicitly commit or rollback  your changes before disconnecting.

Fortunately most database drivers call rollback  upon the database handle destruction, so if
your program exits unexpectedly your transaction is not committed half-way through.

Exercises

1. Intheinsert.pl  exercise you add phone numbers for staff members. If thddsgesystem
was to fail before all the phone numbers were entered themilght not be noticed until it was
too late. Add transactions to this program.

2. Write a script which deletes a staff member from all of ti@lés. As we do not wish to delete
them from some tables and not others, use a transactiontoessiwork is atomic. Delete
from the tables in the following order: Projects, StaffPlpataff.

Using exceptions with transactions

A problem with the traditional method of using transactiorith D8I is that an automatic rollback
occurs when there are problems with the SQL, but little adbersition is given to what should occur
should a fatal error result from your code. This matter reggiserious thought -- if you were simply
writing a sequence of fixed SQL statements you wouldn’t needse Perl (or any other language) at
all.

Another problem commonly encountered withl programming is that every statement needs to be
checked for errors. This is tiresome and error-prone, abeaseen by the example below:

my $dbh = DBI- >connect($dsn,$user,$pass,{AutoCommit = > 1))
or die $DBI::errstr;

$dbh->begin_work or die $dbh- >errstr;

my $sth = $dbh- >prepare("SELECT qualification FROM students WHERE year = ? ")
or die $dbh- >errstr;

$sth- >execute($year) or die $dbh- >errstr;
while (my $record = $sth- >fetchrow_hashref) {

# Do things with record.
}

# All done, or are we?

$dbh- >commit or die $dbh-  >errstr;

It's very easy to forget a guard condition, and in the codevalvee’'ve actually forgotten a step. The
fetchrow_hashref  loop usually terminates because all records have beenlyetiti can also
legitimately terminate because of an error, such as thédstaunexpectedly disconnecting. Unless
we testgsth- >err after the loop, we can't tell.
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Having to add ther die ...  guards after each line also detracts from the readabilithetode.
Rather than showing the code’s operation in a straightfotwaanner, we need to mentally filter out
the error conditions. It would certainly be nice if all the@rchecking could be handled in one
place, rather than on every single line.

Raising exceptions with  Rai seError

Fortunately, Perl has the conceptexiceptionswhich allow us to separate our main code from error
handling. Thepsl also has excellent support for exceptions, and these camiedton by setting the
RaiseError  attribute to true.

WhenRaiseError  is true, any any error detected by the will instead result in an exception being
thrown. This is the same behaviour as if we had checked eta&gnsent by hand, and useid in
the case of a failure. This immediately makes our code mulabrti

my $dbh = DBI- >connect($dsn,$user,$pass,
{

AutoCommit => 1,

RaiseError = > 1,

PrintError = > 0,

ShowErrorStatement = > 1

}

)
$dbh->begin_work;
my $sth = $dbh- >prepare("SELECT qualification FROM students WHERE year = ? ");
$sth- >execute($year);
while (my $record = $sth- >fetchrow_hashref) {

# Do things with record.
}

# All done.

$dbh- >commit;

Besides from making our code cleaner, this also catchessdirat we may have forgotten about,
such as testingsth- >err after completing a fetch loop.

For more information on error handling with RaiseError  refer to page 89 in the Cheetah book.

Catching exceptions with  eval

Having cleaner code and more reliable error checking aréhwachievements in their own right.
However what happens if we wish to be able to recover fromrgirosome way, rather than just
having our program die outright? We can do this very easilgditghing any exceptions thrown
during our processing, and then taking the appropriatemcti

In Perl we can catch any exceptions from a block of code byosima it witheval { ... } . Ifan
exception is thrown, the block will terminate and the ex@@pts placed into the special variald@

By using this method of exception handling, we're now abledtch errors not just from the
database, but also within our regular Perl code. Being abdgacefully recover from errors is
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important in high-availability applications, when impiog data (where a single failure should not
stop the operation of the whole import), or when dealing \&itlser-interactive application.

Here’s an example which can gracefully handle a disconmegtart-way through the transaction.

eval {

h

if (@) {

h

# Get the username and crypted password.
my ($user, $pass) = get_user_creds();

# Check against our authentication table.

# If there is an error in the query then RaiseError will throw a n
# error.
# If no results are found, but the query was otherwise success ful,

# then our die will trigger and an error will be thrown.

my $row = $dbh->selectrow_hashref("
SELECT authlevel FROM users WHERE user = ? AND crypted = ?",
undef, $user, crypt($pass))
or die "Authentication failed\n";

# If authentication succeeds, allow the user to insert new
# entries. These must be entered all together or not at all

$dbh->begin_work;

my $sth = $dbh->prepare("INSERT (key,data) INTO entries VA LUES (7, ?2)");
my $sth2 = $dbh->prepare("INSERT (key,relation) INTO link s VALUES (?, ?)");

# get_user_entry throws an exception on an unexpected
# disconnection.

while (my ($key, $data, @links) = get_user_entry()) {
$sth->execute($key, $data);
foreach my $relation (@links) {
$sth2->execute($key, $relation);

}

# No more entries. Commit our changes.
$dbh->commit;

# If there was a problem...
warn "Failed to add user entries: $@\n";

# Rollback the entire transaction. We enclose this in an

# eval in case this also causes an exception (for example, if
# the database had disconnected).

eval { $dbh->rollback; };

# In a more advanced scenario we would probably inspect
# $@ to see what sort of problem had occurred.

# All done (either success or failure). Clean-up and exit.

$dbh->disconnect;

The above example is able to handle errors from both the dsgdbyer, and also exceptions that are
thrown from inside the other subroutines called in the code.
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Unit of work

A key design issue in dealing with transactions is what malgesunit of work . How far should

we go before committing? How much will be undone bylwack ? The smallest unit should
correspond to the smallest complete change to the datdhas®sme cases however, we may want to
increase our unit size beyond the smallest unit.

In our example above we want to ensure that all of the usewsamtries are entered together in one
transaction. That is, if we fail to add anything we want toetédack all of our changes.

In another situation we might choose to defineia of work  to be the task of entering each new
user entry. In this case we would need to rewrite our code teerttteeval ands@test towithin the
get_user_entry  While loop.

Where to commit

It's essential to have our call tammit within theeval block. This is becaussmmit can fail and if

it does so, we want to make sure w#back the transaction (if possible). Just because we haven't
had errors prior to theommit doesn’t mean that it won't fail. Databases are free to defgchof the
real work untilcommit is called.

Thecommit call should be very last thing before the end of ¢éh& block.

When things go wrong

If your eval block exits with an error then thivariable will be set to the error message. It's a good
idea to print out this error message immediately along with@ther information you can provide.
This means that if something else goes wrong you can stilyeaeoriginal error. In some situations
you may wish to reduce the amount of information about théesyshat is printed when errors

occur. Don't let this prevent you from giving some sort oficative output.

Protect the rollback

Some thing has just gone wrong. If your database isn't theyenare then callingollback  might
itself raise an exception. If it does then the script will iediately exit or go up to the nextal . If
you don’'t want theollback  to trigger a further exception then wrap it in an eval:

eval { $dbh->rollback; }

This is mostly useful if you want to perform some other kinctlganup or include extra logging of
the failure, perhaps by emailling details to the databas@rdtrator.

If you're happy with your program dying if thelback ~ fails then don’t wrap it in thagval .
Exercises
1. Change a previous script to usg@seError  rather than callingr die ...  eachtime.

2. Insert an error into your SQL and see what happens.

3. Wrap your transaction within afval block and provide error handling by checkis@
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4. Insert a call to a subroutine that does not exist withinrgeal block, above you call teommit .
What happens?

Chapter summary

- Transactions allow us to execute a number of SQL statemeais atomic fashion. This means
that if any of the statements fail, it is as if none of them wexecuted.

- To turn transactions on withBsl, whenAutoCommit is true, call thebegin_work method.
- To commit a transaction use themmit method.
« To stop a transaction and undo your changes useltbgk  method.

- Transactions protect us from errors in our SQL but not frorarsrin our SQL. By using
exceptions, however, we can catch all errors and esihynit if all went well.
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In this chapter...

Databases are a common part of many modern applicationgn@aecommon way of integrating
with a database in Perl is using thel module. This chapter covers a number of commonly seen
programming mistakes with thesi module.

SQL injection attacks

SQL injection attacksefers to any condition where an end-user may be able ex8€ite
commands without authority. Often these attacks are easygioute, but luckily for us they're also
easy to avoid.

The effects of a successful SQL injection attack can be fiengeaf data, corruption or destruction of
data, or denial of service. In some rare circumstances ackait may be able to even execute
commands or code, depending upon the database in questidheaprivileges of the account being
used.

The most common form of SQL injection attack involves fegdd@L meta-characteit® a
program. These meta-characters change the interpretdtiba SQL being executed, in the same
way that shell-meta-characters can change the execut@sloéll command.

Most commonly the SQL quote charactsingle-tick (")on most systems) is used to try and
prematurely escape from a string. The current command isdltleer altered, or aborted and a new
command (or sequence of commands) are executed in its place.

The code below is an example of code that is vulnerable to dnigj€ction attack:
my $dbh = DBI- >connect($dsn,$user,$pass) or die "Cannot connect to DB\n"

my $username = <STDIN>; # Could just as easily be from a CGI POST.
my $password = <STDIN>;
chomp($username,$password);

# Authenticate the user before allowing them access to their account.
# Verify that username and password match what is in the datab ase.

my $result = $dbh-  >selectrow_hashref("
SELECT account_details
FROM accounts
WHERE user = '$username’ AND
password = '$password’

")
# Work with $result...

The mistake that has been made is that eishesrname or $password could contain SQL
meta-characters which have not been escaped or cleaneghivegnUse of any variable
interpolation inside an SQL statement is a strong warnigg #iat an SQL injection attack may be
possible.

While many database drivers will only allow a single statatrie be executed each request, this is
not guaranteed to be the case. Even a sirapleEcTstatement can be manipulated by a clever
attacker. In the example above, it's possible to gain adoeasy account (in this example we’ll use
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'buffy’) by supplying a password of OR user = 'buffy’ AND * ' =" . This results in the
following statement being executed:

SELECT account_details
FROM accounts
WHERE user = 'buffy’ AND
password = ' ' OR user = 'buffy’ AND’' ' ="

The condition * = ' ' is always true, and the injection attack succeeds, sigmitg password
authentication. In this particular example the attackersmme knowledge of the SQL being
executed, but it's possible for successful attacks to beeneadn when no knowledge of the
underlying SQL is available.

A commonly seen, but less than ideal way of avoiding this fgnolis to use a regular expression to
escape the meta-characters first, like so:

$username =~ s/'\\/g;

Unfortunately, this is also error-prone. Different datsdmawill use different methods of quoting. The
SQL standard uses a double apostrophepso is quoted aglon’t . Some databases require the
use of a backslash instead. Some will accept either.

Aside from the inconsistency, this method of quoting plabesonus upon the programmer to do the
right thing. Mistakes do happen, and sometimes data endstueing escaped, or sometimes it’s
escaped too many times, resulting in 'over-quoting’ ané datruption.

None of this even begins to touch upon what occurs if we'rdingavith binary data, which may not
only require special quoting or handling, but may also ciortharacters (such as the null byte)
which cannot even be passed directly to many databasesas'teyatarting to think this is all too
hard, then you'd be right.

Fortunately, there is a better way to do things. DBemodule provides the concept of place holders,
which stand in the place of data that would otherwise needimgidHere’s an example:

# Authenticate the user before allowing them access to their account.
# Verify that username and password match what is in the datab ase.

my $result = $dbh-  >selectrow_hashref("
SELECT account_details
FROM accounts
WHERE user = ? AND
password = ?
", undef, $username, $password);

Note we use a question-marK @s aplace holderof where our data will appear. We do not use any
guotes around the place holder, nor do we escape charattbesdata that we are passing to the
query.pBl handles these requirements for us, and does do in a way @ugpispriate to the database
that we are connected to.

Using place holders has another advantage as well, manyatsts are able to optimise repeated
gueries to run more quickly when place holders are used.

# We can prepare our statement once...
my $sth = $dbh- >prepare("

UPDATE accounts SET balance = 0 WHERE username = ?"
)

# ..and then use it many times.
foreach my $user (@users) {
$dbh- >execute($user);

}
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DBI and taint

C Unless your Perl program has taint mode turned on, the taint features in bl have no effect.

ThebBI module is taint-aware, and from version 1.31 has suppohedbilowing attributes, which
only have an effect when Perl is running in taint mode.

« Taintin , when set, causes the arguments to roestmethod calls to be checked for taintedness.
This means that you cannot insert tainted data into a tablesed tainted data as part of a
connect call.

« Taintout , when set, causes any data from fetch operations to be maskidhted. In future
versions, the results of otheel calls may also return tainted data.

« Taint is simply a shortcut which allows the setting of both Tairdhd TaintOut at the same time.

The taint features of DI are still considered experimental. While they work extremely well, their
interface may change in future releases.

Clearly, usingpBi’s taint features can be a good idea. Just because data hafebded from the
database does not guarantee it's clean enough to swinghgasti¢ll on most systems. Likewise,
insisting that you perform basic checks upon your data leafegerting it into the database helps to
ensure that no bad records are created.

#/usr/bin/perl -wT

use strict;
use DBI;
# ..
my $dbh = DBI->connect($dsn, $user, $passwd, { AutoCommit = > 1,
RaiseError => 1,
Tai nt =1
i
my $sth = $dbh->prepare("SELECT FirstName, LastName
FROM StaffAddress
WHERE StaffID = ?");
print "Which staff id? ";
my $staffid = <STDIN>;
chomp $staffid;
$sth->execute($staffid); # Dies with an error

In order to use data in an SQL query we have to untaint it. Wenddly capturing it out of a regular

expression.

my $dbh = DBI->connect($dsn, $user, $passwd, { AutoCommit = > 1,
RaiseError => 1,
Tai nt =1

i
my $sth = $dbh->prepare("SELECT FirstName, LastName

FROM StaffAddress
WHERE StaffID = ?");
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print "Which staff id? ";

my S$staffid = <STDIN>;
chomp $staffid;
($staffid) = ($staffid =~ /~(\d+)$/);

$sth->execute($staffid); # No error

Likewise, data coming out of the database must be untairgfdd passing it to any function that
cares about tainted data. These inclagen when opening files for writingsystem , exec and many
more:

my @row = $dbh->selectrow_array(
"SELECT FirstName FROM StaffAddress
WHERE StafflD = ?", undef, 12345);
system("mkdir /tmp/$row[0]");  # Dies with an error

Exercises

1. Passimmaint => 1 to theconnect method in youinsert.pl ~ program. Run Perl under taint
mode (T) and observe what happens to your script.

2. Untaint your data before adding it to the database.

Temporarily disabling Taint

DBI’s taint features are very flexible; it's possible to taemtin - andTaintout on and off for
particular statement handles. For example, you may disabi®ut for some select statements that
you consider trustworthy.

#l/usr/bin/perl -wT

use strict;

use DBI;

$ENV{PATH} = '/bin:/usr/bin’;

my $dbh = DBI->connect($dsn, $user, $passwd, { AutoCommit = > 1,
RaiseError => 1,
Taint =11}

my $sth = $dbh->prepare("SELECT FirstName, LastName
FROM StaffAddress
WHERE StaffID = ?");

my S$staffid = <STDIN>;
chomp $staffid;
($staffid) = ($staffid =~ /A(\d+)$/);

$sth->{TaintQut} = O; # Data from _this_ statenment handle is safe.
$sth->execute($staffid); # We still need to pass _IN_ untai nted data
my @row = $sth->fetchrow_array(); # @row is not tainted

system ( "echo @row" ); # no error
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Chapter summary

« SQL injection attacks refer to any condition where an engl-usay be able execute SQL other
than that intended.

« Using place holders in our SQL allows us to prevent SQL injecattacks.

- If we're using taint checking in our program then we can alssuge that tainted data is not added
to the database and that data from the database is considertedl. This allows us to increase the
security of our program.
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In this chapter...

Basic

Trace

As with any system, it's important to know how to find the emdren things are going wrong or are
taking longer than desired to execute. This chapter covBisdebugging and profiling options.

debugging

Most of the common errors you'll encounter when working WitBl are due to problems with your
SQL statements or a disparity between the number of bincdegadupected and the number of bind
values provided.

When these errors occur the DBI methods return false toateiilure. Thus it is common to see
code such as:

my $sth = $dbh->prepare("SELECT * FROM table") or die $dbh-> errstr;

As discussed in the chapter on DBI transactions it is posstbmit the test for error and instead
ask DBI to throw an exception whenever an error occurs. We gach requests in upon connection.

my $dbh = DBI->connect($dsn, $user, $pass,
{

AutoCommit = 1,
RaiseError = 1,
PrintError = 0,
ShowErrorStatement => 1,

}

) or die DBI->errstr;

To re-capRaiseError ~ asks for an exception to be thrown whenever a database ecorssand
turning off PrintError ~ ensures that we don't get these errors twitewErrorStatement ~ ensures
that we get to see the SQL that was attempted in case it is ttee @i the error. If we don’t capture
the exception thrown bRaiseError  our program will terminate printing the error to its STDERR
handle.

For further information about DBI's trace functionality refer to pages 98-101, 199-20, and 202
in the Cheetah book. Further read the documentation of the DBI module

When more interesting errors occur in your program, or if wigh to see what DBI is doing with
your query, you can use DBI’s runtime tracing informatiohefe are fifteen tracing levels each
providing more and more information.
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Table 10-1. Trace levels

Trace level Information

0 Disables trace.

1 Trace DBI method calls returning with results or
errors. Good for a simple overview of what's
happening.

2 Trace method entry with parameters and returning
with results. Good general purpose trace level,
Trace will default to this level once turned on.

3 As above, adding some high-level information
from the driver and some internal information
from the DBI.

4 IAs above, adding more detailed information from
the driver.

5to 15 IAs above but with more and more obscure
information.

Typically trace level 2 will provide you with sufficient infmation to identify the problems you are
experiencing. In some cases where you need even more irtiomyau may find higher levels (up
to 9) more useful; these allow you to see into DBI and the dsivieevels 10 through to 15 are

typically only required for debugging DBI and its drivers.

Trace levels can be set for all DBI operations from that poimvards as well as for any DBI handle.
Setting the trace level on a handle overrides any previeug tievel which might have applied thus
making it possible to have multiple trace levels occurrioigdifferent parts of your program.

Let's see trace in action. The below code can be fourddrtises/trace.pl

my $dbh = DBI->connect($dsn, $username, $passwd,

AutoCommit => 1,
PrintError => 0,
ShowErrorStatement => 1,
RaiseError => 1,

}

) or die DBI->errstr;

# Set global trace level to 2.
DBI->trace(2);

# Prepare and execute a simple statement
my $succeeds = $dbh->prepare('select Firsthame from Staff
$succeeds->execute();

# Prepare and execute a simple statement which will fail.
my $fails = $dbh->prepare("select Title from Staff");
$fails->execute();

END
DBI 1.21-nothread dispatch trace level set to 2
-> prepare for DBD::mysql::db (DBI::db=HASH(0x817c8a8)~0x
Setting mysql_use_result to 0
<- prepare= DBI::st=HASH(0x817bb70) at trace.pl line 27
-> execute for DBD::mysql::st (DBI::st=HASH(0x817bb70)~0x
- > dbd_st_execute for 0817bal4d
<- dbd_st_execute 11 rows
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<- execute= 11 at trace.pl line 28

- > prepare for DBD::mysql::db (DBI::db=HASH(0x817c8a8)~0x 817c908 ’select Title from Staff’)
Setting mysql_use_result to 0

<- prepare= DBI::st=HASH(0x817d784) at trace.pl line 30

-> execute for DBD::mysql::st (DBI::st=HASH(0x817d784)~0x 82afbd8)
- > dbd_st_execute for 081c82cc
Unknown column 'Title’ in ‘field list'" error 1054 recorded: Unknown column 'Title’ in ‘field list’

<- dbd_st_execute -2 rows
II' ERROR: 1054 'Unknown column 'Title’ in ‘field list”
<- execute= undef at trace.pl line 31

DBD:mysql::st execute failed: Unknown column 'Title’ in ’ field list' [for statement “select Title from
-> DESTROY for DBD::mysqgl:st (DBI::st=HASH(0x82afbe4)~IN NER)
<- DESTROY= undef
-> DESTROY for DBD::mysqgl::st (DBI::st=HASH(0x82afbd8)~IN NER)
<- DESTROY= undef
-> DESTROY for DBD::mysqgl::db (DBI::db=HASH(0x817c908)~IN NER)

imp_dbh- >svsock: 82cleOc
<- DESTROY= undef

-- DBI::END

- > disconnect_all for DBD::mysql::dr (DBI::dr=HASH(0x81c3 b80)~0x817c86¢)

<- disconnect_all= " at DBIl.pm line 533

-> DESTROY in DBD::_::common for DBD::mysql::dr (DBIl::dr=HA SH(0x817c86¢)~INNER)

<- DESTROY= undef during global destruction

As you can see above, trace generates a lot of informatiar Bee starting with- > signals entry
into a method. Each line starting with signals exit from a method. Key things to observe are:

- Line 1 contains version number of DBI, information abouetiding, and trace level.
« Query visible at start of prepare statement (line 2)

- Number of rows returned at exit of execute (line 8)

« Error propagation from second query.

- Error from RaiseError appearing just before destructors.

Sending trace information to a file

By default, DBI's trace information is sent to STDERR. Shbybu instead wish to send it to a file,
pass the filename as a second argumemnide .

DBI->trace(2, 'trace.log’);

Trace output filenamesannotbe set on a per handle basis. Setting a file for any trace ordpults
in all trace output going there.

Exercises

Use an existing program for these exercises.

1. Turn on tracing for your program.
2. Change the tracing to send output to a file rather than toERR

3. Try trace levels 0, 1 and 3 and compare the differenceganrimation.
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Statement handles

Setting a trace level on a statement handle is just a mattalloig thetrace method on the

statement handle.
my $sth = $dbh->prepare('select LastName from Staff");
$sth->trace(3);

$sth->execute();

Setting a trace level on a statement handle provides youalitrace information from that handle
and any extra handles created internally. To trace DBI nukthadhich do not provide easy access to a

handle, set the trace on your database handle.

# Turn on tracing
$dbh->trace(2);

my $results = $dbh->selectall_arrayref("select * from Sta
Lastname="Smith™);

# Now turn off tracing
$dbh->trace(0);

END
DBI::db=HASH(0x817c914) trace level set to 2 in DBI 1.21-no
- > selectall_arrayref in DBD::_::db for DBD::mysql::db (DBI
2 - > prepare for DBD::mysql::db (DBI::db=HASH(0x817c914)~IN
Setting mysql_use_result to 0
2 <- prepare= DBI::st=HASH(0x817d778) at DBl.pm line 1194
-> execute for DBD::mysql:st (DBIl::st=HASH(0x817d778)~0x
-> dbd_st_execute for 081c832c
<- dbd_st_execute 2 rows
<- execute= 2 at DBIl.pm line 1196
- > fetchall_arrayref in DBD::_:st for DBD::mysql::st (DBI:
2  -> fetch for DBD::mysql::st (DBI::st=HASH(0x817d808)~INNE
- > dbd_st_fetch for 081leb44c, chopblanks 0
Storing row 0 (12349) in 0817d940
Storing row 1 (Sam) in 0817d934
Storing row 2 (Smith) in 0817d928
Storing row 3 (55 Queens Ave) in 0817d91c
Storing row 4 (Sydney) in 0817d910
Storing row 5 (NSW) in 0817d904
Storing row 6 (Admin) in 0817d8f8
Storing row 7 (130) in 0817d8ec
<- dbd_st_fetch, 8 cols

2 <- fetch= [ '12349’ 'Sam’ 'Smith’ '55 Queens Ave’ 'Sydney’ 'NS

2 - > fetch for DBD::mysql::st (DBI::st=HASH(0x817d808)~INNE
-> dbd_st_fetch for 081leb44c, chopblanks 0
Storing row 0 (12350) in 0817d940
Storing row 1 (Ann) in 0817d934
Storing row 2 (Smith) in 0817d928
Storing row 3 (10 Albert St) in 0817d91c
Storing row 4 (Brisbane) in 0817d910
Storing row 5 (QLD) in 0817d904
Storing row 6 (Devel) in 0817d8f8
Storing row 7 (75) in 0817d8ec
<- dbd_st_fetch, 8 cols
2 <- fetch= [ '12350" 'Ann’ 'Smith’ 10 Albert St 'Brisbane’ 'Q
2  -> fetch for DBD::mysql::st (DBI::st=HASH(0x817d808)~INNE
-> dbd_st_fetch for 081leb44c, chopblanks 0
2 <- fetch= undef row2 at DBlLpm line 1400
<- fetchall_arrayref= [ ARRAY(0x817d9c4) ARRAY(0x817da30

ff where

thread
::db=HASH(0x817c8b4)~0x817c914 ’'select
NER ’select * from Staff where Lastname='Smi

817d808)

:st=HASH(0x817d778)~0x817d808 undef)
R)

W' 'Admin’ '130’ ] rowl at DBl.pm
R)

LD’ 'Devel’ '75' ] row2 at DBl.pm
R)

) ] row2 at DBl.pm line 1204
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<- selectall_arrayref= [ ARRAY(0x817d9c4) ARRAY(0x817da3 0) ] at trace.pl line 35
-> DESTROY for DBD::mysqgl::st (DBI::st=HASH(0x817d808)~IN NER)

<- DESTROY= undef

-> DESTROY for DBD::mysqgl::db (DBI::db=HASH(0x817c914)~IN NER)

imp_dbh- >svsock: 82b5894
<- DESTROY= undef

The DBI_TRACE environment variable

To turn on tracing without editing your code you can usedfBe TRACEenvironment variable. Doing
this turns on tracing globally for any programs you then execTheDBI_TRACEenvironment
variable can be set to any of the following values:

Table 10-2. DBI_TRACE values

Value Equivalent

N DBI->trace(N); whereN is a number between 0
and 15.

filename DBI->trace(2, filename);

N=filename DBI->trace(N, filename);

Threaded Perl

If your Perl interpreter has been built to enable threadiegthe thread id will also appear in the
trace output. This will appear at method entry, for example:

- > selectall_arrayref in DBD::_::db for DBD::mysql::db
(DBI::db=HASH(0x817c8b4)~0x817c914 ’'select * from Staff where
Lastname="Smith”) thrO

DBI ensures that eaaBDis only accessed by one thread at a time. This makes detegnirfiich
thread is generating what trace output possible.

Profiling

Profiling is used to determine which parts of your code arentplp the most execution time. This
allows us to best decide the which locations to focus oumnaiping efforts. For example, pretend
some code uses two subroutines A and B. Through testing weendiete that subroutine A takes 50
time-units to execute whereas subroutine B takes only 2-timts.

The naive approach would be to assume that our optimisingtefire best spent on speeding up
subroutine A. However, if we profile our subroutines whenduseder normal conditions, we may
discover that subroutine A is only being called once per moginvocation. On the other hand,
subroutine B may be called hundreds of times. With such t&suP5% speed increase to subroutine
B is likely to significantly outweigh a 50% speed increaseuorsutine A.

Good profiling tools will provide information both on whichisroutines take the longest to execute
and which subroutines are called most often. Should you teeegtimise your code, use these tools
to identify potential bottlenecks and focus your effortsandthey can do most good.
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Profiling Perl

For further information read the documentation for Devel::DProf ~ and dprofpp . There is also

a good article on profiling in Perl at Perl.com
(http:/lwww.perl.com/pub/a/2004/06/25/profiling.html).

There are a few tools to profile Perl code and which oreeitdepends on your current focus. A
commonly used one Bevel:DProf  and its post-processdprofpp (these both come standard with
Perl). To use these type:

% perl -d:DProf some_program.pl
% dprofpp

This will give you results similar to:

Total Elapsed Time = 1.229688 Seconds

User+System Time = 0.559792 Seconds

Exclusive Times

%Time ExclSec CumulS #Calls sec/call Csec/c Name

85.7 0.480 0.480 100 0.0048 0.0048 main::sub_b

142 0.080 0.560 1 0.0799 0.5599 main:sub_a
0.00 0.000 -0.000 1  0.0000 - main:BEGIN
0.00 0.000 -0.000 1 0.0000 - strict:import
0.00 0.000 -0.000 1  0.0000 - strict::bits

The first two lines tell us how many seconds the program tookroThe first line says that the
program finished 1.2 seconds after we started it and the ddicntells us that had the the code
been the only other process on the machine, it would have taikly 0.56 seconds. For the
remaining 0.64 seconds the CPU was working on other things.

The first column is the percentage of time of total prograne@ation that the subroutine took. The
exclusive seconds (second column) mark the time that th@stibe used itself without including
data from subroutines it called. The cumulative secondsd(tolumn) represent the entire time for
the subroutine including further subroutine calls.

By looking at these columns we can determine thatsobirb subroutine was called 100 times, took
an average of 0.0048 seconds each time for a total of 0.4&dec®his resulted in it taking up
85.7% of the program execution time.

On the other hand, each call4an_a took 0.08 seconds (exclusively), 16 times longer thianb .
However, asub_a was only called once this resultedsitb_a only taking up 14.2% of program
execution time.

Removingsub_a would yield a 14% improvement. Increasing it's speed by 508ald yield a speed
up of 7%. However, improvingub_b by only 25% would result in a massive 29% speed up for our
program.

These results tell us that althougiv_a takes up much more time, per call, thai_b , sub_b still
makes the best first candidate for optimisation.

Profiling DBI

Perl's profiling engine is very good, but it has limitatiohs particular it isn't very helpful when we
want to know which SQL queries are taking the most time, or bfien a set of queries are run.
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Fortunately, there are other tools we can use to do this foFlusse ar®B!::ProfileDumper and

dbiprof. To use these we turn profiling on, run our code as normal asdukedbiprof to interpret
the results.

For further information about profiling DBI read the documentation for DBI::ProfileDumper

DBI::ProfileData , dbiprof and DBI::Profile

Profiling levels

In a similar manner to tracing, DBI profiling can be perforna¢@ number of levels. In
DBI::Profile parlance, these are callpdths

This Path value is used to control where the profile for a neéttedl will be merged into the
collected profile data. Whenever profile data is to be stdrecturrent value for Path is used.

Table 10-3. DBI::Profile paths

Name and Integer value Meaning

DBI Merges all profile data into a single tree leaf.

1 Ideal for getting an idea of total time spent on
interacting with the database.

DBlprofile_Statement Groups data by corresponding SQL statement.

2 Ideal for finding out which statements are the

most commonly called and how long each
statement is taking.

DBlprofile_MethodName Groups data by corresponding DBI method call.
4 For examplerepare andexecute .
DBlprofile_MethodClass Groups data by fully qualified name of the DB|
8 method call, where multiple names exist for the

same method these will be grouped together.
example*DBD::Driver::db::prepare

or

Paths can be combined by adding their numerical valueshegéthus a path value efwill order
data by SQL statement and DBl method name.

The most frequently used path values asnds.

Enabling profiling in our code

To turn profiling on, we assign a profiler to theofile  attribute on our database handle. In these
examples we will useB::ProfileDumper which is a subclass a@Bl::Profile as it helpfully
outputs the profile to a file rather than printing it to STDOUT.

If we don't specify a path the default path D{DBIprofile_Statement ) will be used. If we don't
specify a filename, the default filenamedofprio  will be used.

The methods below will work for any profiler which providegtiame API asBi::Profile
although it should be noted thas!::Profile allows the file attribute, but does not use it.
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use DBI;

# profile with default path (2) and output file (dbi.prof)
$dbh->{Profile} = "DBI::ProfileDumper";

# same thing, spelled out
$dbh->{Profile} = "2/DBI::ProfileDumper/File/dbi.prof "

# another way to say it

use DBI::Profile qw(DBIprofile_Statement);

$dbh->{Profile} = DBI::ProfileDumper->new(
Path => [ DBlprofile_Statement ]
File => ’dbi.prof );

# specifically requesting path attributes
use DBI::Profile qw(DBIprofile_Statement DBlprofile_Me thodName);
$dbh->{Profile} = DBI::ProfileDumper->new(
Path => [qw/ DBlprofile_Statement
DBlprofile_MethodName

1,
File => ’dbi.prof );

# The above said more succinctly
$dbh->{Profile} = DBI::ProfileDumper->new( Path => 6 );

Enabling profiling via an environment variable

If the DBI_PROFILE environment variable is set, then that value will be usedtwide the value for
$dbh->{Profile} . Its value should be set to a forward-slash delimited stsmegifying path level,
profiler and file name. For example the following string:

DBI_PROFILE=2/DBI::ProfileDumper/File/dbi.prof

says to use path level 2, profilesi::ProfileDumper and filenameibi.prof . TheFie keyword
ensures portability in case further options need to be passeugh in the future.

Interpreting the results

Once we've enabled profiling, we run our code as normal. Aetid a file calledibi.prof  will
exist which records timing information about the code exiecu This can be interpreted by using
dbiprof.

The below results were generated by runnirgcises/answers/update.pl , the answer to your
insert.pl  program. In each case the staff members were listed, oneeleagedd for changing the
details, details were changed and then all staff members hgted out again.

Example output from running with a path ®tan look like this:

# --number 5 asks for only the top 5 actions.
% dbiprof --number 5 6.prof

DBI Profile Data (DBI::ProfileDumper 1.0)

Program : update.pl

Path : [ DBlprofile_Statement, DBIprofile_MethodName ]
Total Records : 15 (showing 10, sorted by total)

Total Count : 37

Total Runtime : 0.004613 seconds
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B 1 | T T R R HHHHA T
Count 1
Time : 0.001449 seconds
Key 1 :

UPDATE Staff SET
FirstName = ?, LastName = ?,
Address = ?, City = ?,
State = ? WHERE StafflD = ?

HHPE] D (A B R AL i L B B ITNTEINTRINIRTRIRTRTRTRTRTINTNT
HHHHH| AR A HHHHHRHHHHHHHHHAH
HHPIE] 3 (AR R AL i L B B ITNTEINTRINIRTRIRTRTRTRTRTINTNN
HHHHH| AR A HHHHHHHHHHHHHHAH

Count D2

Total Time : 0.000543 seconds
Longest Time : 0.000331 seconds
Shortest Time : 0.000212 seconds
Average Time : 0.000271 seconds
Key 1 :

SELECT StaffID, FirstName,
LastName, Address, City, State FROM Staff

HHPE] A (R R L i L B B ITNTEINTRINIRTRTRTRTRTRTRTINTN
HHHHH| AR A HHHHHHHHHHHHHHAH

SELECT FirstName, LastName, Address,
City, State from Staff WHERE StafflD = ?

HHPIE] 5 (A B B R AL i L B A B ITNTEINTRINIRTRIRTRTRTRTRTINTNN
HHHHH| AR A HHHHHHHHHHHHHHAH

Total Time : 0.000323 seconds
Longest Time : 0.000071 seconds
Shortest Time : 0.000005 seconds
Average Time : 0.000023 seconds
Key 1 :

SELECT StaffID, FirstName,
LastName, Address, City, State FROM Staff

Key 2 . fetchrow_array
The above results are truncated to only look at the top fiveldeste actions. At this level we actually
have 15 actions recorded.

From the above information we can tell that we updated tHétstale once and it took 0.001449
seconds to execute. We connected to the database oncéedelatall Staff information twice and
calledfetchrow_array ~ on our selected Staff information 14 times. Timing inforraatfor each
activity is provided including longest time, shortest tiamed average time.

For comparative purposes, the same code run with the sainesetith a path of returns:
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DBI Profile Data (DBI::ProfileDumper 1.0)

Program : update.pl

Path : [ DBlprofile_Statement ]
Total Records : 4 (showing 4, sorted by total)
Total Count : 37

Total Runtime : 0.004725 seconds

HHPAE] | (AR R AL i L B B ITNTINTRINIRTRTRTRTRTRTRTINTNT
HHHHH| AR A HHHAHRHHHHHHHHHAH

Longest Time : 0.001385 seconds
Shortest Time : 0.000002 seconds
Average Time : 0.000138 seconds

Key 1

B 2 B T T T R HHHHA T
Count : 3
Total Time 1 0.001481 seconds

Longest Time : 0.001407 seconds
Shortest Time : 0.000029 seconds
Average Time : 0.000494 seconds
Key 1 :

UPDATE Staff SET
FirstName = ?, LastName = ?,
Address = ?, City = ?,
State = ? WHERE StaffiD = ?

HHPIE] 3 (AR B R L i L B B ITNTINTRINIRTRIRTRTRTRTRT NI
HHHHH| AR A HHHHHHHHHHHHHHAH

Longest Time : 0.000319 seconds
Shortest Time : 0.000003 seconds
Average Time : 0.000062 seconds
Key 1 :

SELECT StaffID, FirstName,
LastName, Address, City, State FROM Staff

HHPAE] A (R R L i LS B B ITNTINTRINIRTRTRTRTRTRTRTINTN
HHHHH| AR A HHHHHHHHHHHHHHAH

Longest Time : 0.000384 seconds
Shortest Time : 0.000010 seconds
Average Time : 0.000135 seconds
Key 1 :

SELECT FirstName, LastName, Address,
City, State from Staff WHERE StafflD = ?

These results are not truncated.

It might seem strange that the first set of results suggesthanly update the database once, but
that these results suggest we did something with the updatenand 3 times. Both are actually
correct.

In our code énswers/update.pl ) weprepare the update handle, then execute it and finally, behind
the scenes, we destroy it. Each action involves touchingddt@base, first to see if the database
wants to do anything special with the prepare statemenysi¢to make our changes and finally to
ensure that any resources associated with the statemesieaned up.
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As a result of this, you should always keep in mind that coantsvel 2 do not reflect only the
executions of statements. Preparing, fetching and desgdlye statement handles will also affect
the results.

Exercise

The above results were gained by turning on profiling fordivers/update.pl program. Turn
profiling on for one of your programs (for exampieert.pl ) and run it, once at level 2 and once at
level 6.

If your program requires input, make sure that you providestime input for both path levels, to
ensure that you receive consistent results.

Chapter summary

- Most errors in DBI code can be spotted by usiRaiseError  andShowErrorStatement

- Tracing allows you to see how your calls to DBI's methods aiad interpreted and what is
occurring inside the drivers. Useful trace levels are betwkand 5.

« Tracing can be turned on for all methods from a database &afudlall actions on a statement
handle or globally for your whole program.

« Setting the DBI_TRACE environment variable turns on trgdior your whole program.

- Profiling allows us to determine which parts of your code akértg up the most execution time.
This helps identify effective places to apply optimisaton

« Profiling Perl is often done witbevel::DProf ~ anddprofpp.

« Standard Perl profiling tools are not sufficient to profilelBénteraction with database
applications.

« To profile DBI code us®Bl::Profile and its child classes.

+ DBI::Profile takes as an argument a path which is used to determine howsdatged into the
collected profile data.

« To turn profiling on we can edit our code directory or use thd [FIROFILE environment
variable.

« Profile information is interpreted wittibiprof .
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In this

chapter...

In this chapter we cover a Perl module calt®ass:DBI  and how it can be used to reduce the
amount of code and SQL you need to write.

The official documentation for the Class::DBI  suite of modules can be found on CPAN

(http://search.cpan.org/dist/Class-DBI/).

The problems in mixing SQL and Perl

What |

DBI is a great module. It allows you to abstract away a fair amotitite thebrand specific parts of
database manipulation. However it still means that you bapeepare, execute and process the
results for each query. It still means that you have to writewaful lot of SQL.

SQL is all very well and good, but you'll find that a lot of then& you're writing the same SQL
statements in different (but related) programs. You cobktract them out into subroutine calls but
you'll find that you want the results as an array here, and b basr there. Yet if yowon't abstract

out the SQL then you'll have lots of code to change when yotalzise structure changes; when
what was previously a column in table X becomes a new tabli aorolumn is renamed, or another
column is inserted before it. Even if your database does@hge, abstracting out your SQL reduces
the amount of rework necessary make changes to your busitgss

SQL isn't Perl. Just as we should separate data from our anagiwve should separate SQL from our
programs, yet doing so with DBI is hard.

s Class::DBI?

Class:DBI is what makes separating SQL from code easy. It doesn’t hsttact away théypeof
database, it abstracts away thieoledatabase.

Class:DBI  allows you to turn rows in your database into simple Perl cisjéor your program to
interact with. Change the object and you change the row id#t@base. Gone is the need to write
code to update, add, or delete a database entry. The only&tfhryou to write are the search
terms you need. This gives you more time to spend on writiegrifportant stuff: your application’s
logic.

Class:DBI  does more than providing a simple database to object majgjeg It also provides
triggers, referential integrity and cascading deletebaspplication level. This means that you can
choose to use these features even if you don’t know how t@ Wi SQL code, or your database
doesn’t natively provide them, or you want some triggersaouo in some programs but not others.
Furthermore, once you've made use of these functions@i#is::DBI  you can always use them,
even if you change your database engine.

Class::DBI makes it simple to introduce 'best practice’ widealing with data stored in a relational
database.
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Setting up an application base class

The base class allows you to keep your database connectimeiplace. You can either hard-code
your database username and password here or pull thess walifeom a configuration file. It also
allows you to set any environment variables required, oriadehy enhancements you'd like to make
to Class::DBI

To set up a base class we just inherit frarss::DBI, connect to the database and do anything else
we need to do:

package Staff::DBI;

use strict;
use base ’'Class::DBI’; # Inherit from Class::DBI

# Any setup of environment variables (such as required for Or acle) goes
# here

# This uses the same parameters as connecting with DBI

__ PACKAGE__->connection('DBIl:mysql:database=dbiX’, ’ dbiX’, 'password’,
{
RaiseError = 1,
ShowErrorStatement => 1,
PrintError => 0,
AutoCommit => 1, # No transactions
}
)
# Any other setup we wish to do goes here. This can include subr outines

# which wish to make available to all the children classes.

'y

__PACKAGE__

In many of our examples you'll see the strange stringACKAGE_. This is a special constant in Perl
which meanghe name of the package I'm currently in

It is a good idea to use PACKAGE__instead of writing out the package name in full to reduce code
duplication. Should our package name change later, or aie be cut and pasted as the start of
another project, the code will continue to work as it should.

If we don’t appear to be in any package, we're in #fién package.

Function information

connection

_ PACKAGE__->connection($data_source, $user, $passwor d, \%attr);

Class:DBI 'S connection method has the same form@Bi’s connect method. However, to make
life as easy for you as possible, it provides the followinfpdés in the attributes hash reference:

FetchHashKeyName  => 'NAME_Ic’,

ShowErrorStatement => 1,

ChopBlanks => 1,

AutoCommit = 1, # EXCEPT for Oracle and Pg
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If you are using either th®racle or Pg driversautoCommit will be set too. This is because both
Oracle and PostgreSQL can always support transactiorezdiegs of table type or version number,
whereas this is not necessarily the case with other database

It is highly recommended that yalwaysset theautoCommit parameter when connecting to the
database, and do not rely upon the defaults. See the sectimasactiondater in this chapter for
more information.

__ PACKAGE__->connection('DBIl:mysql:database=dbiX’, ’ dbiX’, 'password’
{

# Force AutoCommit to true
AutoCommit => 1,
# ...

Normalisation of column names

In the default attributes mentioned above one is of speai.n

FetchHashKeyName  => 'NAME_Ic’,

This attribute normalises column names to be all in lowee @&n though they may be in uppercase
or mixed case in your database schema. Thus although ouamrkey for ourstaff table is
StaffilD  we will access it as:

my $id = $staff->staffid();

and typically refer to the column in lower case.

The exception to this is in class definitions and actual SQlckvill be covered below.

Setting up a class

Class:DBI  works on a simple one class/one table model. As such, yoedtro create a class for
each table in your database. Each class inherits from tHeappn base class and thus doesn’t need
to connect to the database.

To setup the class we’ll need to inherit from our base clafisCibss::DBI - what our table is, what
columns we're using, what our primary key is and what retegfdips it will have with other tables.
None of this is difficult.

package Staff::Detalils;
use strict;
use base 'Staff::DBI'; # Inherit from our application base c lass

# Declare the name of our table
_ PACKAGE__->table( 'Staff' );

# Declare our primary key field(s)
_ PACKAGE__->columns(Primary => 'StaffID’);

# Declare our columns

__ PACKAGE__->columns(All => qw/StaffiID FirstName LastNa me Address City
State Position Wage/);
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# Declare our relationships to the other tables/classes
_ PACKAGE__->has_many(
phones => 'Staff::Phone’,

);

_ PACKAGE__->has_many(
projects => ’'Staff::Projects’,
{ order_by => ’allocation’ }

);

# Any Class specific searches etc would go here.

1

In the above code we say that the&ff::Details class has ananyrelationship with the
Staff::Phone  class. That is, the primary key of tiseif::Details table will appear in multiple
rows in thestaff::Phone  table. The relationship of th&aff::Phone  to thestaff::Details is

then declared in thsetaff::Phone  definition.
package Staff::Phone;

use strict;
use base 'Staff::DBI'; # Inherit from our application base c lass

# Declare the name of our table
_ PACKAGE__->table( 'StaffPhone’ );

# Declare our primary key field(s)
_ PACKAGE__->columns(Primary => 'StafflD’, 'PhoneNumbe r);

# Declare our relationships to the other tables/classes
_ PACKAGE__->has_a(
StaffID => ’Staff::Details’,
)
# Any Class specific searches etc would go here.

'y

Declaring anas_a relationship on thetaff::Phone  class confirms the relationship with the
previous table as beingane-to-manyWe specify the foreign key asaffib  so thatClass::DBI
knows how to join these tables.

Function information

table

# To set the table information for our class
__PACKAGE__->table($table_name);

# To get the table name via our package name
$table = Class->table;

# To get the table name via an object
$table = $obj->table;

Thetable methodmustbe set for each class. The table name can then be accessed in yo
application either via the class’s name or by asking an olfjem that class.
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columns

_ PACKAGE__->columns(All => @all);

_ PACKAGE__->columns(Primary => @primary);
_ PACKAGE__->columns(Essential => @essential);
_ PACKAGE__->columns(TEMP => @temporary);

# then later....
my @all_columns = Class->columns;

# Give me all my primary key columns
my @primary = Class->primary_columns;

# Or if you only have one primary key column
my $primary = Class->primary_column;

# All columns marked as essential
my @essential = Class->_essential;

Thecolumns method allows you to specify the columns in a table. If youehasingle-part primary
key then it is possible to just calblumns once, with theall tag, passing in the primary key as the
first value.

If you have a multi-part primary key you must cadlumns for the full list of columns as well as for
the primary key fields. As a general rule it is always a good ideexplicitly denote your primary
key.

TheEssential  tag allows you to specify the fields whichustbe fetched from the database when an
object is createdtlass::DBI  uses a form of lazy instantiation to only fetch the minimurroaimt of
data necessary to create each object. Should you attemgtéssadata which isn’t yet in the object,
Class:DBI  fetches the rest of the object data and fills it in.

What is essential may vary from application to applicatibae were writing a Payroll system then
we’d probably consider all of the information in tBexff  table to be essential. Whereas if we were
writing a Staff Meeting Scheduler we'd probably only careaistaffiD , FirstName , LastName
andposition  for the same table.

If you do not specify which columns are essentiabs::DBI  will only use the primary key
columns.

TheTEMPtag instructClass:DBI  that this is a transient column (ie. it does not exist in the
database). If this column is populated during the life ofdbgct, then marking it ast@mporary
column tellsClass::DBI  not to attempt to save it to the database during subsequenaations.

has_many
package Staff::Details;
_ PACKAGE__->has_many(phones => "Staff::Phone");

# And later in code
my @phone_numbers = $staff->phones();

Thehas_many method declares that the other table contains this tablesapy key. By declaring
this, Class::DBI  creates a method (named as the first argument you pass in) vations a list of
all matching rows on that primary key. Thus in our examplevaboallingphones returns all rows
which match ousstaff s StaffiD
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When a class declares a relationship with another tablgagianany the other table must also
declare a relationship with it. This might be anoth&r many, ahas_a or amight_have relationship.

has_a

package Staff::Projects;

_ PACKAGE__->has_a(StaffID => 'Staff::Details’);
# And later in code ...

# Get my staff member (fetches whole object from database)
my $staff = $project->staffid;

# Print their first name
print $staff->firstname();

Thehas_a method declares that the given column is a foreign key (pyrkey of the specified
class). Once we've done this, calling the accessor methatiifocolumn returns an object of the
foreign class rather than just the column value. This allog/o link the two classes together more
seamlessly.

Exercise
Thestaff::DBI  andstaff::Details files have already been created for you and can be found in
your exercises/Staff/ directory.

1. Editstaff::DBI  to access your database with your username and password.

2. Using the information above, creatstaff::Projects module. Remember to specify it's
relationship tostaff::Details . Make sure it compiles. We'll use this class shortly.

Using our objects

72

Once we've set up classes for all of our tables (and writtgr@griate documentation and
appropriate test cases) we can start to use our code. Belws g@ an application which prints
information out about the projects each user is involvechiththe total amount of their time
allocated:

#l/usr/bin/perl -w

# Lists each staff member and their project allocations
use strict;

use Staff::Details;

# Fetch all rows from our Staff table

# This returns a Class::DBl::lterator object which allows u S
# to iterate over objects one by one rather than loading them a Il into
# memory. Using iterators often helps increase the speed of y our program.

my $staff_it = Staff::Details->retrieve_all();

print "-" x 70, "\n";
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while(my $staff = $staff_it->next()) {
print $staff->firstname(), " ", $staff->lastname(),
" is allocated to the following projects:\n";

# Print allocation for each project
my $total_allocation = 0;
foreach my $project ($staff->projects()) {
print $project->projectname(),
R
$project->allocation(),
"%\n";
$total_allocation += $project->allocation();
}
print "for a total allocation of $total_allocation %\n";
print "-" x 70, "\n";
}

It's also possible to call thget method on your object with an attribute name. This is paldidy
useful if you have a variable containing the attribute yoshto retrieve. The following lines are
equivalent:

my S$attribute = "projectname”;
$name

$name
$name

$project->projectname();
$project->get("projectname");
$project->get($attribute);

Exercise

The above example can be foundpagects.pl in your exercises directory. Run it now.

Search results

In class::DBI  there are two methods to gain access to search results. Hsfofor your results in a
scalar context you'll receive @ass::DBI::Iterator object. These objects allow you to retrieve
each result from the database one at a time thus reducinghyemiory overhead and increasing the
speed of your program with large data-sets.

If you ask for your results in an array context you'll recealkof your results back in that array. For
large data-sets this can be memory intensive and may slow giowr program execution.

Simple searches

Theretrieve_all used above returns all the data in your table. In most cas€ gmbably want
to only retrieve a subset of your table data. In additioreti@eve_all , Class:DBI  provides the
following basic methods:

« my $obj = Class->retrieve($primary_key) - creates an object with the data matching that key,

e my @results = Class->search(columnl => $value, column2 => $ value ..); - creates a
list of objects matching the given search (conditionsseed together).

e my @results = Class->search_like(columnl => $similar_str ing, ...); - creates a list of
objects usindike instead ofequalsin the SQL where clause (conditions ameted together).
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# Select Jack Sprat (id 12345)
my $staff = Staff::Details->retrieve(12345);

# Select all staff members in Melbourne, Victoria
my @victorian = Staff::Details->search(city => "Melbourn e", state => "Vic");

# Select all staff members whose surnames start with S
my @s_staff = Staff::Details->search_like(LastName => 'S %);

Extending our classes
Theretrieve_all method doesn't allow us to provide any sorting criteria,etihian be annoying.
Fortunately, if we don't like theetrieve_all method we can write new methods instead.

There are two forms by which we can create new methods. Theaedaconstructor ~ andset_sg|
and are covered further below.

add_constructor

If we're happy forClass::DBI  to select alkssentiatolumns from the database for each of our
gueries but we want to be able to edit thkereclause, we’'d usedd_constructor

Theadd_constructor ~ method generates new methods which can then be called to eggpropriate
objects. The where clauses used can take placeholdersriédles

package Staff::Details;

# Selects Staff members who live in Melbourne and earn more th an 80K
_ PACKAGE__->add_constructor(lucky => *
City = 'Melbourne’ AND Wage > 80
Bk
# Selects Staff who live in given state and have given positio n
__ PACKAGE__->add_constructor(local_pos => "

Position = ?  AND State = ?
ORDER BY LastName

)
### and in our code...

my @lucky_staff = Staff::Details->lucky();

my @vic_developers = Staff::Details->local_pos('Devel’ , 'VicY);

set_sqgl (and aggregate searches)

If we need to have control over the full select command we c@3di_sql . This generates a new
method with the prefixear ch_ added to your given name. Special valuesaBLE__,
__ESSENTIAL__and__IDENTIFIER__ are provided to help simplify things.
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package Staff::Detalils;

# Creates a method search_all which orders by StaffiD
_ PACKAGE__->set_sql(all => "

SELECT _ ESSENTIAL__

FROM _ TABLE__

ORDER BY StafflID

")

# A method to return highest earning staff member from given c ity
_ PACKAGE__->set_sqgl(money_bags => "

SELECT _ ESSENTIAL__

FROM _ TABLE_ _

WHERE City = ?

ORDER BY Wage DESC

LIMIT 1

"),

# And later in our code:
my @all_staff_sorted = Staff::Details->search_all();

my $highest = Staff::Details->search_money_bags('Melbo urne’)->first;

set_sql can also be used to perform aggregate searches so long as#awshes return results
which still map to rows in the database. For example we caerardr staff members by number of
projects they're involved in.

package Staff::Detalils;

# Create a transient column on for each object
_ PACKAGE__->columns(TEMP => gw/numprojects/);

# Sort staff members by number of projects they're involved i n
_ PACKAGE__->set_sql(by_num_projects => "

SELECT s.StaffID, count(ProjectName) as NumProjects

FROM Staff s, Projects p

WHERE p.StaffID = s.StaffID

GROUP BY s.StaffID

ORDER BY NumProjects DESC
Pk

# and later in our code:
my @staff = Staff::Details->search_by_num_projects();

By default,Class::DBI  will ignore any unrecognised fields which are selected in@h Statement.
If we wish to have access to thnempProjects  value in our later code we need to telhss:DBI  at
class construction that our objects may include this colabsome point in the future.

This is where we useemMr A TEMPcolumn is one which may (or may not) exist on any object but
which has no corresponding field in the database and thusaetilbe saved to the database with the
rest of its data.

Other aggregate searches

Many aggregate searches result in a loss of identity forekelts returned and thus the results do
not themselves map to any database row. Sime®::DBI  classes are designed to each represent a
database row, these kinds of aggregate searches do not wbiik Wiass::DBI
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An example is if we were to perform a search which adds all oeated time for each project. Our
results would contain therojectName and theTotalTime  but not astaffib

We can still perform this search but to do so we need to acbessatabase directly. Searches such
as these are best encapsulated into subroutines withippregriate class.

package Staff::Projects;

sub total_allocations {
my $class = shift;

# Get a handle to the database
my $dbh = $class->db_Main();

return $dbh->selectall_hashref("
SELECT ProjectName, sum(Allocation) as TotalTime
FROM Projects
GROUP BY ProjectName

", "projectname");

# And later in our code
my $results = Staff::Projects->total_allocations();

print "Project Time Allocated\n”;
foreach my $result ( values %$results ) {
print "$result->{projectname}
"$result->{totaltime}\n";

Adding and editing entries

76

We've seen how to fetch data from the database through sesaeetd retrieves. Adding new data is
as simple as creating a new object, usirgte , and updating an object is as simple as changing the
object and issuing th&date command.

When we specify aas_many relationship on a classjass::DBI  automatically generates
add_to_ <method name> methods for us. Thus to add a phone number to an existingmstffber we
use theadd_to_phones method and to add a project we use &hie to_projects method.

# Create a new staff member from data in %data
my %data = (firsthame => "Mary", lastname => "Smith");

my $new_staff = Staff::Details->create(\%data);

# add a few phone numbers for this staff member
foreach my $number ("03 4567 4567", "02 4567 1234") {
$new_staff->add_to_phones(

{

phonenumber => $number,

}
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# allocate them to a project
$new_staff->add_to_projects(

{
projectname => "ABC",
allocation => 100,

)
# New project is now added to database.

# change our staff member's city
$new_staff->city("Alice Springs");
$new_staff->state("NT");

$new_staff->update();  # Issue the UPDATE command to the dat abase

In addition to calling our attribute names as methods, weatsmuse theet method to change our
objects. Likeget , this is particularly useful when our attribute name isatbin a variable. The
following lines are equivalent:

my $attribute = "state";

$new_staff->state( "NSW");
$new_staff->set("state”,  "NSW");
$new_staff->set($attribute,"NSW");

Transactions

Many databases allow you to use transactions as covereereéaithis courseClass::DBI  provides
only a thin layer over the transaction support offered bydkiemodule. If you wish to use
transactions as part of your application, you have two @wic

« Explicitly setAutocommit to 0 when establishing your connection. All changes will now be
considered part of a transaction, and changes must be iflyptmmmmited usingibi_commit()
(as well asipdate() is appropriate). This is most useful when the vast majoffityour changes
will require transactions.

« Explicitly setautocommit to 1 when establishing your connection. Transactions must rew b
started manually, althougtiass::DBI  does not provide an interface b®I's begin_work . The
supported way to use transactions is to locally change thie wd AutoCommit  for the transaction
block; an example of this is provided below.

# If AutoCommit is turned off, we're always inside a transact ion...

$new_staff->city("Alice Springs");
$new_staff->state("NT");

$new_staff->update(); # Issue the UPDATE command to the dat abase
$new_staff->dbi_commit(); # Commit these changes to the da tabase

$new_staff->state("NSW");

$new_staff->update(); # Issue the UPDATE command to the dat abase
$new_staff->dbi_rollback(); # Oops, we don’t want to make t hat change
# Rollback

Perl Training Australia (http://perltraining.com.au/) 77



Chapter 11. Class::DBI

# If AutoCommit is turned on, we need to turn it off in order to
# start a transaction:

{
local $new_staff->db_Main->{AutoCommit} = 0; # Locally di sable AutoCommit
$new_staff->city("Sydney");
$new_staff->state("NSW");
$new_staff->add_to_projects( { # Add staff to project.
projectname => "ABC",
allocation => 100,
P
$new_staff->update(); # Issue the UPDATE command to the dat abase
# At the end of our block AutoCommit returns to 1, and our
# transaction is commited automatically. We could explicit ly
# rollback any time before this by calling $new_staff->dbi_ rollback;
# A call to dbi_commit() is not needed.
}

The update method does not commit your changes to the databases if you are using
transactions. Calling update informs Class::DBI  that you have finished making changes to the
object for the time being and that you wish it to now send an appropriate UPDATEStatement to the
database.

If you wish the database to receive upDATECOMmands for each and every change you make to
an object you can turn autoupdate  on for your object or class. It is important to understand that
this may greatly increase the number of calls to the database and thus may result in
performance problems. autoupdate  can be turned on and off for both classes and individual
objects.

# Turn off autoupdate for the whole class
Staff::Details->autoupdate(0);

# Turn on autoupdate for just this staff member
$staff->autoupdate(1);

Deletion

78

To delete an object, we issue the method eadlte . We can also uséelete_all  to remove either
all data in a table or all data in the table which relates te ¢iiject (thus | can delete either all phone
numbers, or all phone numbers belonging to a particulaf staimber).

Deletionscascadevhere possible. This means that if we delete Jack Spratf (@$tdf2345) through
Class:DBI  then Jack’s allocations to his projects will be deleted alé agehis telephone numbers.
Class:DBI  gives this to us even if your database cannot.

If you are using transactions, you will have to call eithigr commit or dbi_rollback ~ when
appropriate after your call to either delete function.
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my $jack = Staff::Details->retrieve(12345);

# Delete $jack (deletes from Projects and StaffPhone as well )
$jack->delete();

my $john = Staff::Details->retrieve(12346);

# Delete all of John’s phone numbers
$john->phones->delete_all();

# Delete all Admin staff
Staff::Details->search(position => "Admin")->delete_a 10);

C When creating objects with a has_a relationship to another table (such as our Projects and
StaffPhone tables) the foreign key (StafflD) is replaced with a reference to the object it is
representing. For example:

bless( {
'staffid’ => bless( {
‘staffid’ => '12349’
}, 'Staff::Details’ ),
‘projectname’ => 'XYZ’
}, 'Staff::Projects’ )

In most cases, if you use this field as a string the value will stringify to the value of the foreign
key and all will work as you expect. Unfortunately, some database drivers, including those for
Oracle, have trouble with this structure and may return strange errors about being unable to use
a reference as a primary key.

If you encounter this problem you can bypass it by explicitly setting the value of your primary key
before object deletion. If you find that you need to do this in more than one place you may want
to supply your own delete function to the appropriate class:

package Staff::Projects;

sub delete {
my $self = shift;

# Set my staff id to be the actual id, not a reference
$self->staffid( $self->staffid . ™ );

# Call the next delete (probably Class::DBI's)
$self->SUPER::delete();
}

Fortunately this is rarely necessary.

And there’s more!

Hopefully this chapter has given you enough to get startéld @éss::DBI . However, there’s still a
whole lot more to learn. Take a look at the documentation roeatl in thereadmeat the start of this
chapter. Givetlass:DBI  a go, it's best learned by doing.
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Chapter summary

« Class:DBI provides a well designed abstraction layer to assist ingparstion of SQL and Perl.

« In many cases;lass:DBI  reduces the amount of SQL to be written while increasing the
re-usability of code.

« Class:DBI provides methods to search databases, create new rowse @pdbdelete entries.

« Once table relationships are specifiecttass::DBI  cascade deletion is managed and access to
relation tables is made easy.
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In our previous practical exercise you would have found gelimwriting a lot of SQL. Fortunately
we were able to abstract much of it away into a module of SQLigagbut there was still a fair bit
of it around. Without the scaffolding the whole project abhbve taken a week. Fortunately,
Class::DBI allows us to simplify our database handing everenso that we can spend more time
actually coding.

The problem

Rather than introduce a new problem, we'll reuse the sanasittem the first practical exercise.
This will provide you with familiarity with the likely prol#ms you’ll encounter, and also give you a
good basis for comparison of regular DBI programming antiukang Class::DBI. For a scheme
description, please see the first practical exercise.

Exercise - creating your CDBI classes

1. Fill in the exercises/images/lib/Image/DBI.pm base file remembering to connect to the
database witlRaiseError => 1 andShowErrorStatement => 1

2. Fill in the exercises/images/lib/Image/lmages.pm specifying your table name, columns and
relationships with other tables.

3. Theexercises/images/lib/image/Publications.pm and
exercises/images/lib/lImage/Categories.pm files have already been completed for your

convenience. Look over these files and make sure that youstadd how they work.

Exercise - listing the images

1. Theexercises/images/cgi-bin/cdbi_list_images.cgi script assumes that the
constructor is working. The basic structure of this has kaekted tamages.pm | fill in the
missing SQL remembering to use the special tagSSENTIAL__ and__TABLE__. Remember to
order byimage_id .

2. If all has gone well thesxercises/images/cgi-bin/cdbi_list_images.cgi should list out
all the images.

Exercise - displaying an image

1. Theexercises/images/cgi-bin/cdbi_show_image.cgi script needs to be altered to use
Class::DBI methods. At the moment it should load with an ettiat the given image number
does not exist.
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2. Editcdbi_show_image.cgi  to use Class::DBI to retrieve the image details where thencent
SaysGet image from database

3. Editcdbi_show_image.cgi  to use Class::DBI to retrieve the publication and categetgits
where the comment sayt categories and publications from database

4. Check that youtdbi_show_image.cgi  script works over a number of the images.

Exercise - editing images

82

1. There's alistinct ~ constructor in the&ategories.pm . Fill in the missing SQL (to select out
distinct category names), remember to ordetdygory . We'll need this shortly.

2. Theexerciseslimages/cgi-bin/cdbi_edit_image.cgi script needs to be altered to use
Class::DBI methods. At the moment it should load with an ettiat the given image number
does not exist.

3. Editcdbi_show_image.cgi  to use Class::DBI to retrieve the image details where thengcent
SaysGet image from database

4. The page should now load with image data and a list of cagegdut without categories being
selected or publication details displayed.

5. Editcdbi_show_image.cgi  to use Class::DBI to retrieve the publication and categetgits
where the comment sayt category and publications from database

6. Check that all the information is showing correctly, intpaular paying attention to your
category select box.

7. Edit theupdate_images  to allow editing of image details. Hint: You can use the
set($attribute, $value) method to set attribues.

8. Test your changes by editing the title, description amydght holder of an image. Check that
the changes appear in the new results.

9. Edit theupdate_publications function to handle the addition of new publications.

10. Test your changes by adding a publication to a previaughublished image. Check that it now
says it was published in the image listing.

11. The web-page allows the addition and subtraction ofcaites as well as the creation of new
categories. In such a situation it may be easier to delethaltategories for an image and then
add all those submitted. Edipdate_categories ~ so that it handles category changes.

12. Edit some images and test your functionality.

Advanced exercise

Implement transactions for the above editing.
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In this chapter...

In this chapter we’ll discuss ways to avoid including usenea and password in our database
program.

Supplying a password

So far we've assumed that the database usernames and pdsiaee been defined in our program.
While this may be acceptable in some circumstances, themmany cases where this is not. It's
good practice to have different passwords for your develamtmesting, and production
environments. It’s also rare that interaction with the date will be restricted to a single program;
hard-coded passwords means that should the password cladirige programs need change with it.
In an ideal world, your code shouldn’t change just because gonfiguration has.

In the next few sections we’ll cover a couple of ways to takenmassword out of your programs.

Environment variables

If you passdBI’s connect method undefined values it will look in the program’s envirant to find
the missing values. In this way you can explicitly provide tlalues tasi that will not change
between development stages and altm®w to find all other required values from the program’s
environment. This can have the added effect that the sanm ssioked by two different users can
use two different username/password combinations andtexedifferent databases.

Some of the environment variables timat will use are:

Table 13-1. DBI environment variables

Environment Variable Value

$SENV{DBI_USER} Susername , the second argument ténnect .
SENV{DBI_PASS} $passwd , the third argument téonnect .
$SENV{DBI_DSN} $dsn , the whole first argument t@nnect . This

variable should have the format such as
dbi:Driver:databasename

SENV{DBI_AUTOPROXY} Setting this environment variable causes to

automatically proxy all database connections.
This variable must contain the host and port part
of theDSNthatDBD::Proxy requiresbsl will then
reroute the connection request via the proxy driver
modifying the suppliedsnto include the host
and port number. Additional parameters to the
proxy module may also be added to this
environment variable. For more information ahout
DBD::Proxy and proxying database connections,
see the chapter on remote database connections.
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These variables can be used by providing undefined valuégiinglace in theonnect method. For
example:

my $dbh = DBI->connect(undef, undef, undef, { AutoCommit => 1)

If you choose to use amysi environment variables instead of specifying them in youipsenake
sure that you clearly document this. Missing environmerieddes are not treated as a cause for
fatal error but you'll probably discover your connectioilifay a lot. It can also cause confusion
when your program works for one user and not for everyone else

@Placing your password in an environment variable may pose security problems on some
operating systems. Some operating systems allow other users to view the environment of your
running process and therefore would allow other users to discover your database password.
This behaviour may also be version dependent on your operating system. Many operating
systems are moving away from providing non-privileged users with environment information
about processes they don’t own.

If you cannot be certain of the security of your environment variables then it is best not to use
this feature of DBI.

@Setting values such as your username and password in the environment can have further
reaching consequences than you may intend. All programs called by you have access to read
your environment variables. This means that you're providing your username and password to
everything you call, not just your database programs.

Exercise

To set environment variables you can either set them in yvirenment:
export DBI_USER=dbiX # Using Bash.

setenv DBI_USER dbiX # Using csh/tcsh.
SET DBI_USER=dbiX # Under Win32.

or in your code:

$ENV{ DBI_USER } = "dbiX"; # The %ENV hash is a Perl special var iable

1. Change an existing program that connects to the database the environment variables to
provide the username and password. Check that it still cxtar@end works as expected.

Using a configuration file

There are many good modules in Perl which provide easy ateessfiguration files. Some of
these includeonfig::Tiny  , Config::General ~ , Tie::Config ~ andConfig::vars . By storing your
username, password, database name and even driver in auzatifig file you limit the amount of
work needing to be done when these things change.
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While a full discussion of configuration files is out of the peaf this course, here is one way this
can be achieved:

#---- Config file -----
<database >
host = example.perltraining.com.au
user = dbiX
dbpass = verysecret
dbname = dbiX
driver = mysq|!
</database >

#--- Program -----
#l/usr/bin/perl -w
use strict;

use DBI,

use Config::General;

my $conf = Config::General->new("config.txt");
my %config = $conf->getall();
my %database = %{$config{database}};

my $dsn = "dbi:$database{driver}:database=$database{db name}";
my $username = $database{user};

my $passwd = S$database{dbpass};

my $dbh = DBI->connect($dsn, $username, $passwd, { AutoCom mit => 1 })

or die DBI->errstr;

You read more about Config::General on CPAN.

Exercise

1. The above script is iexercises/config.pl . Edit exercises/config.txt to match your
database login details and run the script to make sure youaramect.

Prompting the user

When working with an interactive application, we have th&apof not storing a password at all.
Instead, we can prompt the user for the appropriate crexlemthen required. This is most
appropriate when a program is to be used by multiple users.

When prompting the user for passwords, it's usually coneid@olite not to echo the password back
while the user types it, to avoid it being accidently revdateanyone. The code below demonstrates
how we can replace password characters with asterisks wkarser enters their password.

#l/usr/bin/perl -w

use strict;

use warnings;

use Term::Screen::ReadLine;

# Create a screen object
my $screen = Term::Screen::ReadLine->new();
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# Clear the screen
$screen->clrscr;

# Ask for username
$screen->at(0,0)->puts("Username: ");
my $username = $screen->readline(ROW => 0, COL=>11);

# Ask for password, replace character presses with stars
$screen->at(1,0)->puts("Password: ");
my $password = $screen->readline(ROW => 1, COL=>11, PASSWO RD => 1);

# Move to new line down and then remove our screen object

$screen->at(2,0);

undef $screen;

my $dbh = DBI->connect($dsn, $username, $password,
AutoCommit=>1

}

) or die DBI->errstr;

Exercise

1. Change one of your programs to prompt for the usernameassiyord when run. Run the
script to make sure that you can connect and execute the SQL.

Chapter summary

86

« Getting our username and password from an external souwtaees program maintenance and
improves security.

- DBI will look in certain environment variables if a password g provided to theonnect
method.

« Storing our values in a configuration file offers an easy anthpte way to store this information.

- For interactive programs prompting the user for their uger@ and password allows multiple
users to use the same script as themselves.
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What you've learnt

Now you've completed Perl Training Australia’s Databasegfamming with Perl module, you
should be confident in your knowledge of the following fields:

- What is a database? Why they’re used. What a relational dsedb.

« What is SQL? How t®sELECTStatements from a database, houN®ERT new entries andPDATE
andDELETEexisting entries.

- Using DBI with Perl, how to connect to the database, pull @iadand execute other queries.
« How to avoid including passwords in your database programs
« What a transaction is and how to use them through DBI.

« How taint checking can be used with DBI to ensure that taidegd either from the user or
database isn’t passed to the shell.

- How to bind variables for data going into the database anddta coming out from the database.

Where to now?

To further extend your knowledge of Perl, you may like to:

« Work through any material not included during the course
- Visit the websites in our "Further Reading" section (below)

+ Follow some of the URLSs given throughout these course netgscially the ones marked
"Readme"

« Install Perl and MySQL on your home or work computer
- Practice using Perl with databases from day to day
« Join a Perl user group such as Perl Mongers (http://www.m@f).o
« Join an on-line Perl community such as PerIMonks (http:#uyerimonks.org/)
« Extend your knowledge with further Perl Training Austrad@urses such as:
- CGI Programming with Perl
« Perl Security
- Object Oriented Perl

Information about these courses can be found on Perl Tgaiirstralia’s website
(http://www.perltraining.com.au/).
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Further reading
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Books

« Alligator Descartes and Time Bunderogramming the Perl DBIO’Reilly and Associates, 2000.
ISBN 1-56592-699-4

- Damian ConwayQDbject Oriented PerlIManning, 2000. ISBN 1-884777-79-1

« Tom Christiansen and Nathan Torkingtdie Perl CookbogkO’Reilly and Associates, 1998.
ISBN 1-56592-243-3.

« Joseph N. Hall and Randal L. Schwagfective Perl ProgrammingAddison-Wesley, 1997.
ISBN 0-20141-975-0.

Online

« The Perl homepage (http://www.perl.com/)

« The Perl Journal (http://www.tpj.com/)

« Perlmonth (http://www.perimonth.com/) (online journal)

« Perl Mongers Perl user groups (http://www.pm.org/)

« PerlMonks online community (http://www.perimonks.org/)
« comp.lang.perl.announce newsgroup

« comp.lang.perl.moderated newsgroup

« comp.lang.perl.misc newsgroup

« Comprehensive Perl Archive Network (http://www.cpan)org
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In this chapter...

Most people prefer things to be catalogued. In most houbegssyo in the cupboard or under the
bed, not in the fridge. Washing powder is kept next to the wepsmachine and food is stored in the
kitchen. We consider things to be "lost" when they’re not veh&e expect them to be.

A database is a way of storing information or records in acstmed fashion, in order to make the
data easy to manipulate and use.

In this chapter we’ll explore what a database is and how dadbhelp us extend our cataloguing to
computer applications.

What is a database?

A database is an organised body of related information. Smple examples of database are:

- telephone books

« library catalogs

« personal address books
- encyclopedias

The key feature of databases is that theyaganised This means that there is some manner in
which to easily search for and find entries. Iltems may be asgdrinto:

- atable of contents
- alphabetical order
- numerical order

« subject categories

What is an electronic database?

An electronic database is an organised body of informatiahis designed for rapid search by a
computer. It may be stored on CD-ROM, DVD, hard disk drivepgt, floppy disks or other
computer media.

In this course we're going to deal exclusively with electoottatabases. The physical location of that
database will be largely irrelevant.

Why use a database?

Many computer applications use databases in the backgrdhiglallows the application to do all
the input, processing and display and to store informatarsiptently (after the program has exited)
in an easily retrievable form. Databases are also usefuhwiwre than one application needs to
share the same information.
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Types of databases
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Typically, when we think of a database we think of a "dataleasgne" such as Oracle, MySQL or
PostgreSQL. However there are several categories of daaba

- Flat files

+ Berkeley DB Files (DBM)
- Relational database

« Object-oriented database
« Hierarchical database

An example of a hierarchical database is LDAP (light-weidgtia access protocol). We won't cover
hierarchical and object oriented databases further ircthisse.

Flat files

Single line records

The simplest form of flat file database holds one record per Tiinis mimics a simple hash of key,
value pairs. Configuration files are a good example of thid kiidatabase. For example:

company: Perl Training Australia Pty Ltd
email: contact@perltraining.com.au
phone: 03 9354 6001

This database uses a colon character as a delimiter to sepach value from its keyword.
Depending on our program we may also allow comments (lireetirsgy with# for example) and list
values.

Multiple line records

Often we wish to have multiple values per record and stillehigne simplicity of one value per line.
This is especially useful if the file is likely to be edited noatly. This form mimics a hash of hashes.
This form is used in many applications including Windowsl fies. Here we use it to simulate a
card-index:

; Three good Perl resources
[Learning Perl]

edition= 2nd

authors=  Randal L Schwartz
isbn= 1-565-92284-0
publisher= O’Reilly

[Programming Perl]

edition= 3rd
authors= Larry Wall, Tom Christiansen, Jon Orwant
isbn= 0-596-00027-8

publisher= O’Reilly

[Object Oriented Perl]
edition= 1st

authors=  Damian Conway
isbn= 1-884-77779-1
publisher= Manning
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In the above example, titles (and therefore new recordsjemeted as new sections (enclosed in
square-brackets). We also allow multiple authors by seijpgrthem with commas. We could turn
the above into a hash of hashes usingabig::IniHash module from CPAN.

#l/usr/bin/perl -w

use strict;

use Data::Dumper;

use Config::IniHash 'ReadINI’;

my $filename = "books.txt";

my $books = ReadINI($filename) or die "Could not process con fig file - $N\n";
# Authors are separated by commas, so split on commas and add t hem in.
foreach my $book (keys %$books) {

$books->{$book}{authors} = [ split(\s*,\s*/,$books->{ $book}{authors}) 1;
}

print Dumper($books);
This prints:

$VARL = {
‘learning perl’ => {
‘publisher’ => 'OVReilly’,
'isbn’ => '1-565-92284-0",
‘authors’ => |
'Randal L Schwartz’
I
‘edition’ => "2nd’
h
‘programming perl’ => {
‘publisher’ => 'OV'Reilly’,
'isbn’ => '0-596-00027-8',
‘authors’ => [
‘Larry Wall’,
"Tom Christiansen’,
‘Jon Orwant’
1,
‘edition’ => '3rd’
h
‘object oriented perl’ => {
‘publisher’ => 'Manning’,
'isbn’ => '1-884-77779-1",
‘authors’ => [
‘Damian Conway’
1.

‘edition’ => 'l1st’

Delimited files (CSV, TSV)

Multiple line records take up a lot of space and can contalnmeant information (such as the key
names where this information can be provided by positios)aAesult many applications use a more
compact representation where data is separated by a kn@a&aatér, for example commas (CSV -
comma separated values) or tabs (TSV - tab separated values)

When using a character such as a comma for a delimiter it isiitapt to ensure that any data
containing that character is escaped in some way, usuallydhyded it within a quoted string. A
CSV file may look like the below:
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Introduction to Perl,"Kirrily Robert, Paul Fenwick, Jacin ta Richardson",2004
Intermediate Perl,"Kirrily Robert, Paul Fenwick, Jacinta Richardson",2004
Database Programming with Perl,Jacinta Richardson,2004

Object Oriented Perl,"Paul Fenwick, Jacinta Richardson", 2004

Writing regular expressions to detail with text-separat@des can be more difficult than it first
appears, however Perl has a number of excellent moduleg&bind with text-separated values. One
of the best of these igext::csv_xs , which handles both reading and writing of files, and can be
configured to interpret a wide range of quoting and escapieghanisms.

Perl storage

Single line records, multiple line records and delimiteediall have the advantage of being human
readable. It's easy to examine and change their contentgetty there may be occasions where
speed and compactness are more important than human-ileggdétve’re only expecting Perl
applications to work with our data, then we can create sirdptabases by using Perl's
Cache:Cache andstorable modules. Strictly speaking these aren’t reédlily file databases, as you
can dump very complex data structures into them. They canusis a variety of storage
mechanisms, including both files and relational databases.

Cache::Cache allows data to be stored in a persistant manner for a spepiéedd of time, or until a
certain amount of space or other resource constraint isswetble allows Perl data structures to
be saved to a file in an easily retrievable format on a more geemt basis.

Limitations with flat file databases

Flat file databases are simple to code and use. They doniredgstallation of extra software and
can be adapted over time as your programs develop. Manygreguse flat file databases for
configuration data and small data storage. Using moduldsas@ache::Cache andStorable |, it is
also possible to store native Perl objects and other datetstes. These represent an ideal solution
for many problems where persistent data is restricted togesapplication.

However flat file databases quickly become unmanageableyancstart dealing with large amounts
of information. Effective use of flat file databases usuadiguires loading the database fully into
memory for searching, ordering and changing. It's impdrtamegularly write out any changes to
the database to avoid loss in the case where your prograrmtgias unexpectedly, but all file
locking and recovery is left to your program.

Furthermore, flat file databases limit how well programs ¢eare data with each other. While one
program has a changed copy of the database in memory it igiamtdhat other programs avoid
making changes themselves. This can slow down program garauhile each program waits for
its turn to modify possibly disparate portions of data.

Itis due to these reasons that independent database ehgiveebeen developed.

Berkeley DB Files

DBM files, or Database Manager files, are a simple databasefoEach item in a DBM file
consists of a key and a value, similar to a Perl hash. If yowkine key you can access the value
very quickly.
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There are several DBM packages available including ODBMBNDSDBM, GDBM and

BSD-DB. Most Unixes will have at least one of these alreadyaitled. Perl comes with a complete
SDBM package bundled with it, but you can use the other DB ditenfats if they are available on
your system.

DBM databases are suitable for a wide range of applicatiimsy are well suited to simple record
based databases where each key uniquely identifies eaald rébere are individual Perl modules to
access each of the above mentioned DBM, there is also a Pddlecalled AnyDBM_File which
Perl can use to automatically find a suitable DBM implemeoitedn your system.

Using a DBM is like using a hash in Perl. Changes made to thie &ilssmade to the database.
Reading data from the hash retrieves the value from the ds¢ab

#l/usr/bin/perl -w
use strict;

use POSIX;

use AnyDBM_File;

my %dbm;
my $db_file = "some_database";

tie %dbm, "AnyDBM_File", $db_file, O_RDWR|O_CREAT, 0666
or die "Can't open $db_file: $!";

$dbm({last_read} = localtime; # Change the last read time

foreach my $data (sort keys %dbm) {
print "$data is $dbm{$dataj\n”;
}

DBM limitations

Many DBM databases require that their values be scalarggriag Perl references to these keys
will result in their stringified values being assigned to ta¢abase (egRRAY(0x80f57ac) ) rather
than the data pointed at via the reference.

To assign more complex values use Pesilisable module tofreeze  your structure before storing
it. This is often callecserialisingyour data. For example:

use Storable qw(freeze thaw);

my @friends = gqw/Simon Jane Jack Paul Fred/;
$dbm{friends} = freeze(@friends);

# and later:

print thaw($dbm{friends}); # Prints out our list of friends

The multi-level DBM (MLDBM)

ThemLbBMModule performs serialisation of complex data structuvesi$. We can specify which
DBM and which serialisation module we wish to use in the intfist, otherwise it will picksbem
andbata::Dumper , both of which come bundled as part of the core Perl distidiout

#l/usr/bin/perl -w

use strict;
use POSIX;
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# Tell MLDBM to use AnyDBM_File and Storable
use MLDBM qw(AnyDBM_File Storable);

my %dbm;
my $db_file = "some_database";

tie %dbm, "MLDBM", $db_file, O_RDWR|O_CREAT, 0666
or die "Failed to open $db_file: $!";

my @friends = qw/Simon Jane Jack Paul Fred/;
my %pets = (
rabbit => "Shadow",
chicken => "Dig-dug",
dog => "Ming",
)

# Copy list of friends into database.
$dbmf{friends} = \@friends;

# Store the NUMBER of friends in the database.
$dbm{num_of_friends} = @friends;

# Copy pets into database
$dbm{pets} = \%pets;

# Change list of friends in database:
my @friends_update = @{$dbm{friends}};
push @friends_update, "Bella";
$dbm{friends} = \@friends_update;

# Change list of pets in database:
my $pets_update = $dbm{pets};
$pets_update->{dog} = "Rusty";
$dbm{pets} = $pets_update;

mLDBMallows us to store any kind of structure that can be creat@&ih These data structures can be
arbitarily deep, and can contain self-referrential eletsien

MLDBMOvVercomes many of the issues that flat file databases and DBiakses suffer from.
Furthermore asiLDBMuilds upon DBMs which are often installed on Unix machirigsdvides a
portable way to use databases in your code without havingstali a full database system.

@It’s important to remember that when we assign a reference to a Perl data structure to a
MLDBM, we’re making a copy of that structure. Changing our %pets hash after the assignment
would not have changed it in the database. Instead, if we wish to change a data structure within
the database it is best to pull it out, make the change and then reassign it into the database.

@Keep in mind that context matters. If you assign an array, rather than an array reference into
your database you'll get the number of elements in the array rather than a serialised version of
your array. Likewise if you assign a hash into your database you'll get the number of hash
buckets used, which isn’t very useful.
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MLDBMtself does not come with any locking ability. This means that if you may have more

than one program attempting to use the database at the same time, then you are responsible for
making sure that you lock and unlock the database files yourself.

TiezMLDBM modules provides locking framework to MLDBMYou can read more about this in its
CPAN documentation (http://search.cpan.org/~robau/Tie-MLDBM-1.04/lib/Tie/MLDBM.pm).

Relational databases

Relational database servers abstract away all of the datagst and (most of the) data integrity
issues. Programmers are not required to understand wheedathbase files are stored or how they're
implemented. Relational databases provide locking a@osges or tables so that many applications
can access data from the same place at the same time withaog ha be aware of each other.

Relational databases allow data to be inserted into tahles €alled relations). Each table is made
up of records and fields and is identified by a unique namee$atan be related to each other by
sharing columns (fields) with matching values.

An example table might be as follows:

First Name | Surname | Student ID
Jacinta | Richardson | 001

Paul | Fenwick | 002

Kirrily | Robert | 003

Damian | Conway | 004
Larry | Wall | 042

This allows us to ask questions like the following:

1. Who are our students? (Jacinta, Paul, Kirrily, Damian lzary)
2. What are the first names of students whose surnames stiafRi{Jacinta and Kirrily)
3. Do we have a student whose first name is 'Henry? (No)

If we assume that Student ID is unique then we know that we efam to each student by their ID
rather than by their first and last names. This means that éweatually have two students with the
same name we won't have to change anything. Adding a furéixet

Student ID | Course | Score
001 | Introduction to Perl | 97

001 | Intermediate Perl | 99

001 | Database Programming with Perl | 91

002 | Object Oriented Perl | 100
002 | Introduction to Perl | 94

002 | Database Programming with Perl | 97

004 | Advanced Object Oriented Perl | 100

allows us to map multiple courses and their correspondiogesao each student. Notice that we're
not required to have every student appear in this table gpsrome students haven't done these
courses. Combining this table with the previous table weaskrthe following further questions:
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1. Which students studied Introduction to Perl? (Paul acthiks)
2. Which student got the lowest score of all courses? (Jacint
3. Which students do not appear in the course table? (LadKamily)

This access methodology makes the relational model a ligrdiit from, and a lot better than the
early database models. It is a much simpler model to undetstad as such is probably the main
reason for the popularity of relational database systeneytdAnother benefit of a relational
database is that it describes data independently of itdqgdlyspresentation.

For a more in depth coverage of relational databases read pages 53 - 56 in the Cheetah

book.

Why use Perl to talk to databases?

Many databases provide forms to allow data entry and cakdtprocedures to process the data. In
these situations large collections of procedures can logildver time each solving its own small
problem. In such a system where could Perl possibly comedfi us

Perl is regularly used with databases when some sort of gsotgis needed between the application
and the database. For example many websites use Perl’s @@htaibase capabilities to provide
dynamic content. Perl is also useful in automated scripishvyperform certain changes on the
database; for example a script which encrypts all unenedypasswords and sends email to new
users.

Stored procedures, if written carefully, often can starnghsately from the form from which they are
usually called. When this is so, Perl can be used to perfoenoppost processing on the data in
conjunction with the stored procedures where necessary.

Perl vs SQL

A lot of the processing that can be done by the database cabaldone purely in Perl. For example
an SQL join can be simulated in Perl by reading out all the dathe relevant database tables and
matching the data on the fields we are interested in. Selemsfitan be simulated by reading out all
the data and throwing away the data which doesn’'t match derier.

Just because this processanbe done in Perl doesn’t mean that it should be. Most datalzases
highly optimised for speed and memory efficiency and cantlimes and filter out rows much more
efficiently than can be done in Perl. As a general rule of thitistbetter to let the database do as
much of the work as possible.

Chapter summary

- Databases are a natural extension of our desire to catedbiigs for later access.
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An electronic database is an organised body of informatianis designed for rapid search by a
computer.

We use databases with computers when we want data persistedtor when we want data to be
shared with other programs.

There are several types of databases including flat file&eBsr DB Files, relational,
object-oriented and hierarchical databases.

Many programs use flat file databases to record configuratformation.
Flat file databases become unmanageable once they get large.
Berkeley DB Files provide a simple independent databaskcagipns with some limitations.

Relational databases remove all the database mainteremdeaments away from the
programmer and provide both data persistence and safeldatagbetween programs.

We use Perl to talk to databases when we need to do more thatyriresert, update, select or
delete the data.
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In this chapter...

In this chapter we’ll discuss how to use SQL (structured glerguage) to create tables and to
insert, delete, update and select data thereafter. Eaghata system has its own dialect of SQL but
the basic syntax we'll be discussing here remains esshritiél same. Make sure you check your
database’s documentation for any areas you are unsure about

SQL statements

SQL is adeclarativelanguage rather thanpmocedurallanguage (like Perl). This means that we have
to declareto the computer what we want it to do rather than tell it howdatd

This might be best described by an analogy. Consider a shofipt. An imperative program would

contain instructions such as go to shelh aisley and getz many items. The equivalent declarative
statement would say give meamany loaves of breadHowthe bread is to be found is passed off to

the database server to handle.

These declarative statements in SQL are made as Englisladikossible. In order to perform any
action on the database we must execute a statement. Thieseestits start with a keyword (verb)
which tells the database what we want. These are covered e of this chapter.

To find out what complexity of SQL statements your database allows read your database

documentation.

The SELECT statement

TheseLECTstatement is used to fetch data from the database. Despitgthe most used SQL
construct, it is also one of the most complex. We will not galkof its features in this course. For
further information about what you can do wgbLECT read your database documentation.

# A (reduced) general case

SELECT
[column [as alias], column [as alias], ...]
[FROM table_references]
[WHERE where_definition]
[ORDER BY {col_name | expr | position}
[ASC | DESC] ]

Let’s try this with a few examples. To get all of the staff mesrdand their addresses from our
database we’d write the following:

SELECT FirstName, LastName, Address, City, State FROM Staf f;

This would return the following results:
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+ + + + e — +
| FirstName | LastName | Address | City | State |

+ + + + o +
| Jack | Sprat | 2 Pine Rd | Melbourne | Vic |

| John | Doe | 43 James Crt | Melbourne | Vic |

| Betty | Jones | 22 Fishing St | Melton | Vic |

| Sam | Smith | 55 Queens Ave | Sydney | NSW |
| Ann | Smith | 10 Albert St | Brisbane | QLD |

| Peter | Pope | 254 King St | Sydney | NSW |

+ + + + e — +

What we've done here is we've asked for the data from eacheoftfumngsirstName, LastName,
Address, City, State for all the rows in the Staff table.

We can get all the columns without typing all the column natmessing & (star), for example:

SELECT * FROM Staff;

Using the SELECT *usage is strongly discouraged when programming. In the majority of
programming tasks, only a specific set of columns are required. Even if the columns you require
covers the entire table from which you're selecting, you're still encouraged to name them
explicitly. This means that should your database schema change, your code won'’t select more
data than it needs, or will immediately give you an error if a required column is missing.

A notable exception to this rule is when you're writing a program that is backing up a database,
or otherwise obtaining data from tables without actually caring about the meaning of the data
itself.

Conditional selections

In the above section we saw how to select all the staff menthérsf a database table. What if we
didn’t want all of the staff members? What if we only want theffsmembers whoseastName was
Smith or who live inMelbourne ? How about staff members whosstName wassmith and who
also live insydney ? This brings us into conditional selections. To specifydibons in QUrSELECT
statements we have to know the relational operators.

There are seven relational operators in SQL:

Table B-1. Conditional Relational Operators

Operator Meaning

= Equals

<> or != (see your manual) Not equal

< Less than

> Greater than

<= Less than or equal to
>= Greater than or equal to
LIKE Matches a given pattern

We can restrict our data selections by usingwh&ERElause. For example:

SELECT FirstName, LastName FROM Staff WHERE LastName = 'Smi th’;
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which returns:

Fmmmmmeneee Fommmmmnne +
| FirstName | LastName |

D — S — +

| Sam | Smith [
| Ann | Smith |
Fmmmmmeneee Fommmmmnne +

Compound Conditionals ( AND, OR and NOT)

We can also string conditionals together withbandorR TheANnDoperator displays a row only if
that row’s data satisfies the left and right condition® orRoperator displays a row if either (or
both) the left and right conditions are true. For example:

SELECT FirstName, LastName

FROM Staff
WHERE LastName = 'Smith’ AND
City = 'Sydney’;

This will return the row ofsam smith because her last namedsith and she lives irsydney . No
other rows match this condition. We can use parenthesestpgonditionals to build up more
complex structures:

SELECT FirstName, LastName, Address, City, State

FROM Staff

WHERE (LastName = 'Smith’ AND City = 'Sydney’) OR
(City = 'Melbourne’);

This returns the following rows:

+ + + + o +
| FirstName | LastName | Address | City | State |

+ + + + e — +
| Jack | Sprat | 2 Pine Rd | Melbourne | Vic |

| John | Doe | 43 James Crt | Melbourne | Vic |

| Sam | Smith | 55 Queens Ave | Sydney | NSW |
+ + + + o +

Finally we can also useoTto invert a search. For example:

SELECT StaffID, Position, Wage
FROM Staff
WHERE NOT (Position = 'Devel’ OR Wage < 140);

Which gives us:

S — L ——— S — +

| StafflID | StaffPosition | Wage |

S — L ——— S — +

| 12351 | Manager | 180 |
| 12347 | Manager | 180 |

+. + +. +
y t t t

The following table lists the precedence of SQL's logicatiors.

Table B-2. Logical Operator Precedence
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Evaluated Logical Operator
First NOT

Second AND

Third OR

IN and BETWEEN

Sometimes it's easier to construct a list of things that gbing might be in rather than string
together a list obrconditions. For example the following two statements poatiie same results:

SELECT FirstName, LastName, City

FROM Staff

WHERE StaffiD = '12345" OR
StaffID = '12347' OR
StaffID '12349' OR
StaffID '12351";

SELECT FirstName, LastName, City
FROM Staff
WHERE StafflD in (12345, '12347’, '12349', '12351);

# Producing:

+. +. + +
y 1 t t

| FirstName | LastName | City |

+ + + +
| Jack | Sprat | Melbourne |

| Betty | Jones | Melton |

| Sam | Smith | Sydney |
| Peter | Pope | Sydney |
+ + + +

Likewise we can get thetwiflD s of staff who are making between 79000 and 169000 with edther
the following two statements:

SELECT StaffID FROM Staff WHERE Wage > 79 AND Wage < 169;

SELECT StaffiID FROM Staff WHERE Wage BETWEEN 79 AND 169;

# Producing:
Hommmmnnnn +
| StaffiD |
Hommmmnnnn +
| 12345 |
| 12346 |
| 12349 |
Hommmmnnnn +

Fuzzy Comparisons (using LI KE)

Sometimes we want to get all the information for a less wdihgel set of people, such as everyone
whose first name starts withor whose last name starts wishPerhaps we want all cities our
employees live in which start witht We can do these searching usinge .

SELECT StaffID, FirstName, LastName, City FROM Staff WHERE City Like 'M%;

# which gives us:

Perl Training Australia (http://perltraining.com.au/)



Appendix B. Introduction to SQL

+ + + + +

| StafflD | FirstName | LastName | City |

+ + + + +
| 12345 | Jack | Sprat | Melbourne |
| 12346 | John | Doe | Melbourne |
| 12347 | Betty | Jones | Melton |
+ + + + +

Thew(percent sign) is used to represent the rest of the stringeththis equates te in regular
expressions althoughwill match any possible character including newlines.

Joins

When we introduced relational databases, we discusseddiational databases allow usjton
tables together to determine who had participated in whichise. There are many types of joins but
we’ll only coverinner joinsin this section.

In our database, we have a Staff table and a Projects tabjeirmihese tables to determine who is
working on which project we write the following:

SELECT FirstName, LastName, ProjectName, Allocation
FROM Staff, Projects
WHERE Staff.StaffID = Projects.StaffID;

This would give us the following results:

| FirstName | LastName | ProjectName | Allocation |

+ + + + +

| Jack | Sprat | ABC | 50 |
| John | Doe | ABC | 45 |
| Betty | Jones | ABC | 100 |

| Peter | Pope | ABC | 70 |
| John | Doe | NMO | 60 |
| Jack | Sprat | XYz | 50 |

| Sam | Smith | XYz | 50 |
| Ann | Smith | XYz | 100 |
| Peter | Pope | XYz | 30 |

Note that we had to specify whichaffiD we were comparing with which. SQL requires that
whenever we do a join that results in duplicate column namesnust explicitly name them in our
statements. For example, had we wished to includs#id in our selection we would have had
to write one of the two (equivalent) statements:

SELECT Staff.StaffID, FirstName, LastName, ProjectName, Allocation
FROM Staff, Projects
WHERE Staff.StaffID = Projects.StaffID;

SELECT Projects.StaffID, FirstName, LastName, ProjectNa me, Allocation
FROM Staff, Projects
WHERE Staff.StaffID = Projects.StaffID;

# Producing:

+ + + + e — +

| StafflD | FirstName | LastName | ProjectName | Allocation |

+ + + + e — +

| 12345 | Jack | Sprat | ABC | 50 |
| 12346 | John | Doe | ABC | 45 |
| 12347 | Betty | Jones | ABC | 100 |
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| 12351 | Peter | Pope | ABC | 70 |
| 12346 | John | Doe | NMO | 60 |
| 12345 | Jack | Sprat | XYz | 50 |

| 12349 | Sam | Smith | XYz | 50 |
| 12350 | Ann | Smith | XYz | 100 |
| 12351 | Peter | Pope | XYz | 30 |
+ + + + e +

Writing the full name of the table for each non-unique columame can make our SQL quite long
and harder to read (especially when you wish to do a few coisgas), so many databases offer an
alias feature, whereby column names can be given shorésesli This shortcut allows you to neaten
your SQL and specify (for clarity) where you expect each ooito come from even when they are
unique.

SELECT s.StaffID, FirstName, LastName, ProjectName
FROM Staff s, Projects p
WHERE s.StaffID = p.StaffiID AND

Allocation = 100;

# This gives us:

+ + + + +
| StafflID | FirstName | LastName | ProjectName |

+ + + + +

| 12347 | Betty | Jones | ABC |
| 12350 | Ann | Smith | Xyz |

Some databases offer extended SELECT statements thatjaif@to be automatically performed
on like-named fields across tables. These can simplify tltengiof SELECT statements
considerably.

Primary and Foreign keys

Until now we've assumed thataffiD s are unique per staff member and thatskgfiD s in our
other tables match th&affiD s in thestaff table. This behaviour suggests a primary and foreign
key relationship. By this we mean that in theaff table thestaffiD column uniquely identifies
each record, so that even if we have two staff members witedhee first and last names we know
that they are different peoplstaffidb  is theprimary keyof thestaff  table.

As wereferencehe primary key of thestaff table in ourstaffPhone  tables we can say that the
StaffPhone StaffID column contains &oreign keyfrom thestaff table. ThestaffiD  column does
not uniquely identify the records in tlsaffPhone  table as it is possible for staff members to have
zero, one or more phone numbers listed here.

Theprimary keyof the StaffPhone  table is created by referencing both thefib and the
PhoneNumber column. While eaclrhoneNumber is currently distinct it may not be safe to assume that
to always be the case.

Specifying primary and foreign keys when constructing das tables allows the database to ensure
that no duplicate records are created and itf@trential integrityis maintained. Referential integrity
means that if we delete a staff member from the database widdshiso delete their entries in each
other table which uses ttsaffiD  as a foreign key. Likewise, we could not insert a record into
StaffPhone  unless the person already existedisft

Some databases do this better than others, and some dopirsagoncept of foreign keys at all.
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Ordering data

Just like Perl hashes, databases guarantee no internal ®odghile you may get data out in
approximately the same order that you inserted it, this nodyahvays be the case. Vlery commonly,
we’ll want to fetch our records in a particular order, not jie order the database would normally
return them in. As a result, SQL allows you to userDER BYnstruction to specify ordering. For
example consider the output of the following command:

SELECT FirstName, LastName, PhoneNumber

FROM Staff a, StaffPhone p

WHERE a.StaffiID = p.StaffiD AND
PhoneNumber LIKE '03%;

This returns:

+ + + +
| FirstName | LastName | PhoneNumber |

+ + + +

| Jack | Sprat | 03 9333 3333 |

| John | Doe | 03 8444 4444 |
| Betty | Jones | 03 5555 5555 |

+ + + +

This isn’t a very useful ordering for our information. Lethange it to sort byastName :

SELECT FirstName, LastName, PhoneNumber

FROM Staff a, StaffPhone p

WHERE a.StafflID = p.StafflD AND
PhoneNumber LIKE '03%'

ORDER BY LastName;

# This gives us:

+. +. + +
1 1 t t

| FirstName | LastName | PhoneNumber |

+. +. + +
1 1 t

| John | Doe | 03 8444 4444 |

| Betty | Jones | 03 5555 5555 |
| Jack | Sprat | 03 9333 3333 |

Reverse sorting can be achieved by specifyiagc(descending) after the column name you plan to
sort on.Asc(ascending) is the default and will be assumed.

Sorting by multiple columns is also possible, just spedify tolumns in the order you wish them to
sort by. For exampleastName, FirstName, City

The CREATE statement

Now we know how to pull data out of database, let's talk abawt ve created those tables in the
first place. There are many different column types, and saatebases offer a richer set than others.
Basic types that most databases provide are as follows:
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Table B-3. Some database types

Type Description

CHAR(l engt h) A string of characters no longer thaengt h. If
the string is shorter tharengt h it is padded out
with whitespace.

VARCHAR(I engt h) A string of characters no longer thaangt h. If
the string is shorter tharengt h it is stored at that
length.

INT A normal sizednteger.

DATE A date (database specific)

BOOL Occasionally represented byreuyINT or

otherwise, this value should provide the options
for true/false flags in records.

The general case for tlerREATECASE is as follows:
CREATE TABLE [IF NOT EXISTS] tbl_name

[(create_definition,...)]
[table_options] [select_statement]

There are many table creation options and it is best to refgotir database documentation. In our
database, we can create the tables we've used above by [theifhg:

CREATE TABLE Staff(

StafflD INT AUTO_INCREMENT PRIMARY KEY,
FirstName VARCHAR(15) NOT NULL,

LastName VARCHAR(15) NOT NULL,

Address VARCHAR(30),

City VARCHAR(15),

State VARCHAR(3),

Position VARCHAR(20) NOT NULL,

Wage INT NOT NULL

)

CREATE TABLE Projects (

StafflD INT NOT NULL REFERENCES Staff(StaffID),
ProjectName VARCHAR(20) NOT NULL,
Allocation INT NOT NULL

)

CREATE TABLE StaffPhone (
StafflD INT NOT NULL REFERENCES Staff(StaffID),
PhoneNumber VARCHAR(15) NOT NULL

)

You'll notice that we've taken a few shortcuts here. In ortdeensure that eachaffiD  is unique

we get the database to assign fefiD  at record creation time and then increment its value read
for the next staff member. We've informeebjects andstaffPhone that theirstaffiD  references
Staff 's staffiD  (and is therefore a foreign key. Different databases dadifffisrently so this may
not work on your database.

By specifying certain fields asoT NuLLwe ask the database to refuse changes which set those fields
asNuLLand any record addition that does not specify mont values for those fields. We do this
because it doesn’t make sense to create a staff member who'tloave a name, or to add a record

in theProjects  table which doesn’t include a ProjectName.
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The | NSERT statement

Now that we know how t@REATEa database table asgLECTitems from it, we need to know how
to INSERT data into it. The general case for &W$ERT statement is as follows:

INSERT INTO tbl_name [(col_name,...)]
VALUES (expression,...)

For example, to insert a staff member irgtaff we can do the following:

INSERT INTO Staff (FirstName, LastName, Address, City, Sta te, Position, Wage)
VALUES ('Bob’, 'Jane’, '123 High St', 'Mallacouda’, 'Vic’, '‘Devel’, 90);

We refrain from inserting oustafiD  as we know that the database will fill this in for us.
Alternately we could provide the valwe(zero).

When we add values into a table in the same order as the colaramefined without skipping any
columns (includingstaffiD ) we can leave off the column names in tR8ERT statement. However,
this can introduce bugs should the ordering or number ofdiglaur tables change, so it's
considered good practice to always explicitly name our $ield

Selecting our data out after thi¢SERT gives us:

+ + + + e —— S +

| StafflD | FirstName | LastName | Address | City | State |

+ + + + e +omeeee- +

| 12345 | Jack | Sprat | 2 Pine Rd | Melbourne | Vic |

| 12346 | John | Doe | 43 James Crt | Melbourne | Vic |

| 12347 | Betty | Jones | 22 Fishing St | Melton | Vic |

| 12352 | Bob | Jane | 123 High St | Mallacouda | Vic |

| 12349 | Sam | Smith | 55 Queens Ave | Sydney | NSW |
| 12350 | Ann | Smith | 10 Albert St | Brisbane | QLD |

| 12351 | Peter | Pope | 254 King St | Sydney | NSW |
+ + + + e +omeeee- +

This is a good example of how databases don’t promise amigterder. Our new entry is put where
the hole fromstaffiD 12348  was.

The LAST_INSERT_I () function

When we insert data into ogtaff table the database automatically fills in theffip  for us. This
is great when we wish to merely add to that table, but not sal gdten we want to use the newly
createdstaffiD  to add further data to other tables.

To get around this, some databases offexsr_INSERT_ID() function which returns the value of the
lastAUTO INCREMENTFOr example:

INSERT INTO StaffPhone (StafflID, PhoneNumber)
VALUES (LAST_INSERT_ID(), '09 1234 1234’);

This will add the given phone number to the sasng#fiD  as assigned tBob Jane by the previous
INSERT.
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The UPDATE statement

Once data is in the database you can do a few things with itcgoupull it out for display or
calculation using @ELECTstatement, you cabeLETEIit (which we’ll cover next) or you canPDATE
it.

The general case for arpDATEStatement is as follows:

UPDATE tbl_name
SET col_namel=exprl [, col_name2=expr2 ...]
[WHERE where_definition]

Let's pretend thatack Sprat has moved house. We can update his record as follows:

UPDATE Staff

SET Address = '14 Cranberry St',
City = 'Bendigo’

WHERE StaffD = 12345;

Notice that we only need to update the fields in the record whave changed. To update a whole
class of things we can do something like the following:

UPDATE Staff

SET Wage = 170000
WHERE StaffPosition = 'Manager’;

This would give all managers a cut in their pay, which may prtw/be unpopular.

C Make sure you include your wHEREONdIitions in your UPDATEStatements. A UPDATEWithout a
WHERBtatement will apply that change to everything in your table.

The DELETE statement

108

Databases wouldn’t be much use if you couldyet ETErecords when you're done with them. The
general case for BELETEStatement is:

DELETE FROM tbhl_name
[WHERE where_definition]

If Betty Jones can no longer be reachedmb3 222 222 we can delete this record:
DELETE FROM StaffPhone

WHERE StafflD = '12347' AND
PhoneNumber = '0423 222 222’

C Make sure you include your wHEREONdItions in your DELETEStatements. A DELETEwithout a
WHERtatement will delete everything from that table.
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More SQL

There’s a lot more to learn about things you can do in SQL. Make you take the time to read up
on indexes as these are essential in assisting your datalvagaickly and smoothly. Once you
move beyond simple queries you'll find it essential to haveasonable understandingefoupr By
HAVINGand the aggregate options. If your database supports sefiieguyou’ll find that you're able
to push more work on to it rather than having to do it in youredginallyunioNandouter joinsare
very handy things to understand.

The Cheetah book covers SQL more fully on pages 58 - 75.

Chapter summary

« TheseLEcTstatement allows us to pull data out from the database.

- We can limit the amount of data we get out frorsBELECTStatement by using conditional
selections.

« We can join tables to gain further information in aBELECTStatements.

« To order data we can use the@DER B¥Ynstruction.

« ThecCREATEStatement allows us to create tables to store our data within
« TheINSERT statement allows us to add data to a table.

- TheupDATEStatement allows us to change parts of our data in a row.

« TheDELETEStatement allows us to delete rows from the database thabwerteed any longer.
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persistence

In this chapter...

In this chapter we will discuss connecting to databases teljpgetting access controls on remote
connections and using encrypted connections. We will alsercpersistent connections to databases
by caching database handles and the ugeadhe::DBI

Establishing a remote connection

It is not always possible, or even desirable, to have youganos run on the same machine as the
database application which you reference. In these casesaar some way to connect to the remote
server. Many databases (and therefore their databasegjrivgport remote connection natively. For
the other databases you need another strategybBiberroxy driver can be used to connect to any
remote database and provides extra features such as eaopgmmpression and access controls.

Connecting with the database driver

Many databases, like MySQL support remote connectionsealgtiTo use this feature you pass the
hostname and port to the database driver througb$hgn your call to theconnect method.

my $database = "dbiX";

my $hostname = “"example.perltraining.com.au";

my $port = 3306;

my $dsn = "dbi:mysgl:database=$database;".
"host =$host ; port =$port™";

my $dbh = DBI->connect($dsn, $username, $password, { AutoC ommit => 1 })
or die "Failed to connect to database: $DBI:errstr",

The order of the elements after the driver in isdoesn’t matter. The port number can be omitted
if the database server is running on its default port.

To discover whether your database driver can handle remote connections natively read its

documentation at perldoc DBD:: dri ver nane. For example the driver documentation for the
mysgl driver can be found at perldoc DBD::mysq|l

Using DBD::Proxy

The Cheetah book covers the DBD::Proxy in more detail on pages 178 - 186.

Perl Training Australia (http://perltraining.com.au/) 111



Appendix C. Remote connections and persistence

112

Before connecting to a remote database wib::Proxy you must ensure that a Proxy server is
running on the remote machine. Connecting to a remote dsgakiéhDBD::Proxy is very similar to
connecting remotely via a database driver. The biggesrdiffce is that you have to providésa
option in yourdsN This is theDsNthat the Proxy server will use to connect to your databaséen t
remote server.

If your connection to the database would look like the follogvif your program was running on the
machine locally:

my $database = "dbiX";

my $dsn = "dbi:mysql:database=$database";

my $dbh = DBI->connect($dsn, $username, $password, { AutoC ommit => 1 })
or die "Failed to connect to database: $DBI::errstr";

then your call taconnect  to the remote server should look like this:

my $database = "dbiX";
my $hostname = "example.perltraining.com.au";
my $port = 3306;

my $host_dsn = "dbi:mysgl:database=$database";
my $dsn = "dbi: Pr oxy:hostname=$hostname;port=$port;".

"dsn=$host _dsn";

my $dbh = DBI->connect($dsn, $username, $password, { AutoC ommit => 1 })
or die "Failed to connect to database: $DBI:errstr",

To find out more about DBD::Proxy read its documentation at perldoc DBD::Proxy .

Exercise

DBD:Proxy can be used to connect to local proxy servers. Your instrugtbinform you of the
hostname and port to provide in your connection.

1. Connect to the proxy and run a simple select command.

Running the proxy server

TheDBD::Proxy driver requires a DBI Proxy server to be running on the remuaehine. This
Proxy server can be created by using ti®e:ProxyServer ~ module. This module runs as a daemon
on the machine with the database application and is implésdeas &RPC::PIServer  application.

DBI::ProxyServer  provides a driver programbiproxy which can be used as is, or modified to meet
your needs.

DBI::ProxyServer  takes a number of configuration options and must be givenue\far
localport . We will discuss some of these options in greater detail éfdfiowing sections.

To learn more about DBI::ProxyServer  read its documentation at perldoc DBI::ProxyServer
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Access control

By careful choice of configuration options fDBI::ProxyServer ~ you can restrict which machines
can connect to your Proxy server, which users have accessvandvhat SQL statements can be
executed. This configuration must be specified in the cordigan file. The name of the
configuration file should be passeddtiproxy on startup.

This access control goes in the thients  list. This list is an array of hashes with each hash
covering one set of permissions. The array is searched fprtotbottom until access is either
permitted or denied.

The permission hashes have four primary keys:

1. mask: a regular expression which is matched against the hostoaifReaddress of the remote
client

2.accept : whether to allow or deny access if these criteria are met
3.users : a list of usernames to verify
4.sql : a hash of which SQL statements are covered by this criteria.

Any of themask, users andsqgl keys may be omitted. A missingask implies all hosts, a missing
users list implies all users, a missingyl hash implies all SQL.

‘clients’ => [
{
'mask’ => '“example\.perltraining\.com\.au$’,
‘accept’ => 1,
‘'users’ => [ 'dbil’, 'dbi2’, 'dbi3’, 'dbi4’, 'dbi5’, 'dbi6’ 1
'sql' => {
'select_all_staff => 'SELECT * FROM Staff’,
'select_all_phone’ => 'SELECT * FROM StaffPhone’,
'select_all' => 'SELECT *
FROM Staff s,
Projects proj,
StaffPhone ph
WHERE s.StaffID = proj.StaffiID AND
s.StafflID = ph.StaffID’,
'select_staff wage’ => 'SELECT *
FROM Staff s,
Projects proj,
WHERE s.StaffID = proj.StafflD AND
s.StafflD = 27,

'mask’ => ’perltraining\.com\.au$’,
‘accept’ => 1,
‘users’ => [ 'pjf, ‘jarich’ ],

accept => 0,

1.

The above access list allowg andjarich to connect from any machine in the

perltraining.com.au network and execute any SQL statement. Useits through todbie areonly
allowed if they connect fromxample.peritraining.com.au and may only run the four select
statements specified. Finally we specify that any situatiotrcovered by the previous controls is not
accepted.
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By specifying the SQL allowed to be executed we remove the farethe client to craft the SQL
statements. Instead the client must call these SQL statsrhgithe name we've given them in the
sql hash. For example:

my $sth = $dbh->prepare(“select_staff_wage");

$sth->execute($staffid);

Exercise

Your instructor will inform you of your username and passivar this exercise.

1. Modify your previous program to use your new username asgyord. Try one of the SQL
gueries mentioned in the above access control hash.

2. What happens when you try a query that is not included?

Encrypted connections

Connecting to a remote database comes with all the usuabniesgcurity issues. While you have
some control over who has access to snoop on your own magtinelon't (usually) have the same
control over who can snoop on your network traffic. As a reisala good idea to encrypt
connections to remote databases when you are dealing witfitise data. Remember that client
names, phone numbers and addresses can be very senstiwe ofany situations.

The proxy driver supports two phase encryption. The cifdegréncryption is used during the login
and authorisation phase. Once the client is authorisedriber avill change to usercipher/userkey
encryption. The cipher/key pair istepstbased secret which is usually less secure than the
usercipher/userkey secret. The usercipher/userkey issies private secret. The usercipher/userkey
part is optional; if it is not present the less secure cigegrencryption will be used throughout the
connection.

Many of the cryptography modules available on CPAN can bd tserovide the ciphers for the
host and user encryption. The cryptography module mustigedtie following methods:

blocksize , encrypt anddecrypt . The choice of cipher is important and you should evaluatefvh
is appropriate to your needs. In these notes wecug®:IDEA  andCrypt::Blowfish

To use encryption we need to set it up on both the Proxy seitketand when making the
connection usin@BD::Proxy .

Client setup for encrypted connections

To encrypt connections we need to ensure that our cryptbgnapdules are installed on the client
machine as well arpC::PiClient . Once this is done all we need to do is pass some extra
parameters to thennect method as part of oursn
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use DBI,
use Crypt: IDEA,

my $database = "dbiX";
my $hostname = "example.perltraining.com.au";
my $port = 3306;

my $cipher = "Crypt::IDEA"; # Host cipher

# Get the host key out of some file

open KEY, " <", "letc/sharedkey.txt" or die "$!";
chomp(my $key = <KEY>);

close KEY;

my $usercipher = "Crypt::IDEA";  # or a different module if we wish

# Get my user key out of some file

open USERKEY, "<", "lhome/$username/keys/training.key" or die "$!";
chomp(my $userkey = <USERKEY);

close USERKEY;

my $host_dsn = "dbi:mysgl:database=$database";

my $dsn = "dbi:Proxy:hostname=$hostname;port=$port;".
"dsn=$host_dsn".
"ci pher =$ci pher ; key=$key; ".
"user ci pher =$user ci pher ; user key=$user key";

my $dbh = DBI->connect($dsn, $username, $password, { AutoC ommit => 1 })
or die "Failed to connect to database: $DBI:errstr",

Exercises

Your instructor will tell you your username and passwordthis exercise. You'll also be told where
to find the shared host key and your private shared key.

1. Connect to the proxy using the host key and your private key

2. As above, execute one of tBELECTqueries provided to you.

Server setup for encrypted connections

To receive encrypted connections we need to make sure thaetkier has the appropriate
cryptography modules installed as wellrec::PiServer . Once this is done configuration is done in
two parts: we need to add the cipher key and value teltdres  access control list and we need to
add the user keys and ciphers for second-stage encryptiampenuser basis.

TheDBI::ProxyServer  configuration file is a Perl script. This means that at the fah@file you
can include arbitrary Perl source. This is the ideal pladedd in our first-stage cipher keys. Then
we use the pre-loaded keys in atients  list.

Configuring for first-stage encryption

Using a portion of our configuration file from earlier we camfigure for first-stage encryption as
follows:
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use Crypt: IDEA,

# Get the shared key for all PTA hosts
open KEY, " <", "letc/sharedkey.txt" or die "$!";
chomp(my $key = <KEY>);

close KEY;
{
# other configuration options
‘clients’ => [

{
'mask’ => 'example\.perltraining\.com\.au$’,
‘accept’ => 1,
‘'users’ => [ 'dbil’, 'dbi2’, 'dbi3’, 'dbi4’, 'dbi5’, 'dbi6’ 1,
sa => {

'select_all_staff => 'SELECT * FROM dbiX’,

}
‘cipher’ => Crypt::IDEA->new(pack(’H*', $key)),

h

{
'mask’ => ’perltraining\.com\.au$’,
‘accept’ => 1,
‘'users’ => [ 'pjf, ’jarich’ ],
‘cipher’ => Crypt::IDEA->new(pack(’H*', $key)),

h

{
accept => 0,

}

}

This now insists that if any of our users attempt to connethiéadatabase they need to send the
same connection key as that storeckitisharedkey.txt

It’s important to make sure that the host keys are kept up to date between the host and the
client, otherwise encryption (and therefore connections) cannot take place. This key is a shared
secret and as such should be kept in a manner that prevents disclosure to third parties, such as
reading it from restricted file. It is good practice to provide different shared keys for each host.

Configuring for second-stage encryption

Configuration for second-stage encryption is done on a perfasis. This allows different users to
use different ciphers if they wish. We do this by expandirgy'tisers’ part of the access control
criterion.

As we may potentially have many users mentioned in our aca®¥sol list we can define a
subroutine to fetch the user keys for us. Focusing onjamioi  andpjf permissions we have:
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use Crypt: IDEA,
use Crypt::Blowfish;

sub getKey {
my ($keyname, $cipher) = @_;

# Get the shared key out of the file

open KEY, " <", "letc/$keyname" or die "$!";
chomp(my $key = <KEY>);

close KEY;

return $cipher->new(pack("H*", $key));

}
{
# other configuration options
‘clients’ => [
{
'mask’ => ’perltraining\.com\.au$’,
‘accept’ => 1,
‘users’ => [
{
name => 'pjf,
cipher => getKey("pjf",
"Crypt::Blowfish"),
h
{
name => ‘jarich’,
cipher => getKey("jarich",
"Crypt::IDEA"),
}
1,
‘cipher’ => getKey("/etc/sharedkey.txt",
"Crypt::IDEA"),
h
1,
}

This allowsjarich  andpjf to take advantage of second-stage encryptipnis expected to attempt
to connect using therypt::IDEA  for the first-stage encryption and to follow that with
Crypt::Blowfish for the second-stage encryption.

Just as the host keys are shared, the user keys are also shared. It is best practice to ensure
that each and every user has their own private (shared) key.

Persistent connections

In some situations, usually to do with CGI programs, the pots using the database are many
short-lived processes. In such cases the setup time foroeactection to the database may form a
noticeable part of the program running time. Since the cotimes to the database are often for the
same user it would be ideal if some sort of persistence caldept between program invocations
such that the next program can reuse the database handetreth reconnecting.
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There are three primary ways of achieving this aim.

1. Using FastCGl
2. Using DBI'sconnect_cached method withDBD::Proxy

3. UsingApache::DBI

FastCGil

FastCGl (provided by thecci module) allows CGl scripts to be persistent. Once the scapt
persistent the database handle becomes so too, and themrisidolved.

connect_cached and DBD::Proxy

DBI provides a useful method callednnect_cached . This method is likeonnect except that it
also stores the database handle in a hash associated wifivéinegparameters. When another call is
made taconnect_cached  with the same parameters the stored handle is returned.

Theconnect_cached method is only useful if there is a persistent process to Keepached handles
between program invocations. This can be managed by usémpth:Proxy driver. Connections to
databases can use thBD::Proxy driver even if the database is local.

my $driver = "mysql";

my $database = "dbiX";

my $hostname = “localhost";
my $port = 9999;

my $dsn = "dbi:$driver:database=$database"”;

my $dbh = DBI->connect_cached("dbi:Proxy:hostname=$hos tname;port=$port;dsn=$dsn",
$username, $password, { AutoCommit => 1 })
or die "Failed to connect to database: $DBI::errstr";

C Caching connections can cause problems such as too many connections, so it should be used
with care. Make sure you are certain that the database connection time is at fault before you
prematurely optimise connection times away.

Using this method to cache connections can lead to problems when the same database handle
is provided to more than one process. connect_cached is hot smart enough to lock database
handles which are in use.

Apache::DBI

Similarly to FastCGl, thepache:DBI module gets passed the persistent database handle problems
by relying on themod_perl environmentmod_perl provides persistence to CGI scripts running
within the Apache web server.

Attempting to connect to the database with the same parasreete previous call results in
Apache::DBI  returning the previously generated database handle. Hawiémultiple scripts all ask
for a database handle with the same parametesshe::DBI  will create as many new connections
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as necessary to provide each process with its own, unigaéase connection. These will then be
cached for later use.

Evaluating a caching strategy

The very first thing you have to do in this evaluation is askrgelf why you need database handle
persistence. In many cases you won't need it.

Both theapache:DBI  andconnect_cached  Strategies are very similar. The biggest difference is that
while connect_cached is the most simple of the twapache::DBI handles multiple processes
asking for database handles with the same signatures jyroper

Chapter summary

« Many databases support remote connections natively. etb@ses you can use your database’s
pBDdriver to connect.

- If our database cannot handle remote connections then wasSemiBD::Proxy .
« UsingDBD::Proxy may also be desirable if you wish to encrypt your connection.
- Connection witlDBD::Proxy requires the addition of &n keyword to thebsN

« UsingDBD::Proxy requires that a proxy server be running on the machine withigttabase.
DBI::ProxyServer  can be used to implement this.

« To configure access control you add the appropriate réstr&in theclients  list.

- Encryption can be set up as host based and user based. Irdsethencryption keys must be
present on both machines.

- Persistent connections can be made by using FasttBl;Proxy andconnect_cached oOr
Apache::DBI

« In most cases persistent connections are not required.
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In this chapter...

In this chapter we will discuss binding parameters to state@sand binding data to output columns.

Binding parameters to placeholders

Typically when weprepare andexecute a statement our code looks like the following:

my $sth = $dbh->prepare("UPDATE Staff SET Wage = ? WHERE Staf fiD = ?")
or die $dbh->errstr;
$sth->execute($wage, $staffid) or die $dbh->errstr;

Now in a simple case like this passing two argumentséoute is easy. However if our SQL
generation resulted in a need to pass in a hundred bind vieescute this might become more
difficult.

Instead of passing argumentsst@cute we can instead use thed_param method to bind our
variables to the correct positions. Each placeholder istrared according to its position in the

query.

my $sth = $dbh->prepare("UPDATE Staff SET Wage = ? WHERE Staf fiD = ?")
or die $dbh->errstr;

$sth->bind_param( 1, $wage ); # Binds to the first placehold er
$sth->bind_param( 2, $staffid); # Binds to the second place holder

$sth->execute or die $dbh->errstr;

Unfortunately, while this makes it easier to distinguisé theanings of our binding variables, if we
do change our SQL to include an extra placeholder we mustrrdraeto re-number all the later
bind parameters:

my $sth = $dbh->prepare("UPDATE Staff
SET Wage = ?, Position = ?
WHERE StaffID = ?")
or die $dbh->errstr,

$sth->bind_param( 1, $wage );
$sth->bind_param( 2, $position );
$sth->bind_param( 3, $staffid);
$sth->execute or die $dbh->errstr;

Thebind_param method cannot be used together with passing valuestote . If you pass bind
values toexecute all values set by callingind_param will be ignored.

The bind_param method takes a copy of the value passed into it. This means that if you change
the value of the variable, swage for example, after binding, but before execution, it is the previous
value of $wage that will be used.
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Exercise

1. Write a program that asks the user for a pair of wages. S#ledirst and last names of the staff
who have wages between these figures from the databaseintlgaram to pass these values
to the database.

Specifying the types of our bound variables

Perl's fundamental type is the scalar. Scalars can contairbers or strings although this distinction
can be quite fuzzy at times. When data is passemsBtoDBI has to guess from it whether the
database expects it to be a string or a number. Strings mugtdied when being passed to the
database, but numbers need not be quoted.

If we treat the data like a number, by using it in numericalaopns or comparisons, Perl knows that
it's probably a number. If we treat the data like a string, bypcatenating strings to it or using string
comparisons, Perl knows that it's probably a string. Somes$be! gets the type wrong, perhaps
because we've treated the data as both a number and a stiireg Mging bind values passed to
execute we can force the context we want by doing something like tiieviang:

my $sth = $dbh->prepare("UPDATE Staff
SET Wage = ?, Position = ?
WHERE StaffID = ?")
or die $dbh->errstr;

$sth->execute($wage+0, $position.™, $staffid+0) or die $dbh->errstr;

Alternately by binding our variables usimgd_param we can pass a hint to the database driver as to
what type we expect the value to be. Typically the driver aases whether the placeholder should
be bound as a number or string:

use DBI qw(:sql_types);

$sth->bind_param( 1, $wage, { TYPE => SQL_INTEGER } );
$sth->bind_param( 2, $position, { TYPE => SQL_VARCHAR } );

Notice that in the above we pass in an optiomer when we load the module. This sayst®i that
we want to have access to thg types constants and allows us to uSeL_INTEGERand
SQL_VARCHARather than the numbers they represent (4 and 12). As welb&swnour code more
readable this means that if the actual values of these eursthange in the future, our code will still
work.

As the most common database hint passeashtoparam is the data typepsi provides us with a
short-cut:

use DBI qw(:sql_types);

$sth->bind_param( 1, $wage, SQL_INTEGER );
$sth->bind_param( 2, $position, SQL_VARCHAR );

The data type for a placeholder cannot be changed after stedilt tobind_param . That s, if you
prepare a call, bind a number of values to the statementuexécand then change the values for a
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second execution, you cannot change the data types theadatabexpecting. This should make
sense, as the database types should not have changed btevega execute calls either.

Binding variables to output

Typically when we fetch data fromseLECTstatement the code looks something like this:

while( @row = $sth->fetchrow_array) {
my ($staffid, $firstname, $lastname, $address, $city, $st ate) = @row;

print "$firstname $lastname lives at $address\n";

}

An alternative syntax allows us to get the database to gitbaidata in the variables we want
without our having to copy it later. Binding columns is theshefficient way to fetch data.

my ( $staffid, $firstname, $lastname, $address, $city, $st ate);
my $sth = prepare("SELECT Staffld, FirstName, LastName, Ad dress, City,
State
FROM Staff

WHERE City = ?");
$sth->execute(’Melbourne’);

$sth->bind_col(1, \$staffid);
$sth->bind_col(2, \$firstname);
$sth->bind_col(3, \$lastname);
$sth->bind_col(4, \$address);
$sth->bind_col(5, \$city);
$sth->bind_col(6, \$state);

while( $sth->fetchrow_arrayref() ) {
print "$firstname $lastname lives at $address\n”;

}

Like bind_param , bind_col takes a position and a reference to the variable to bind. ©kiipn
refers to the position in the selected fields for which thisalze should match. If you wish to ignore
the data in a given column you can choose not to bind a varialileat column number.

Itis important to bind the columrefter the call toexecute rather than before. This is to ensure that
Perl has enough information to associate the output columthshe Perl variables.

Should you be selecting a large number of values from a stateyou may find the plural form
bind_columns easier. This is covered further below.

Bound variables can be changed between calls to executevarihble can be unbound by passing
bind_col theundef value in its place. Bound variables remain bound for as lanthea statement
handle exists, including successive callgtecute .

The binding is performed at a low level using Perl aliasinigisTneans that whenever rows are
fetched from the database the variable is updated simplyusecit refers to the memory location
that that fetched value now occupies. This makes using beariables very efficient.

Some database drivers will allow you to bind columns prior to calling execute on that statement
handle the first time. For maximum portability between drivers, however, this is not
recommended.
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Data types for column binding

Just as we can specify data types for parameter bindingtyja¢a can also be requested for bound
columns. For example you may wish to specify that a date colcomes out in the standard format
for sQL_DATETIMEWhich isYYYY-MM-DD HH:MM:SSather than the database’s native formatting.
You'd do this with the following:

$sth->bind_col(1, \$date, { TYPE => SQL_DATETIME });
# or using the short-cut
$sth->bind_col(1, \$date, SQL_DATETIME );

Setting the column output type affects the output type fat tolumn for all subsequent calls to the
statement handle. Unbindirsgate will not change this.

You can specify data types for columns without mentioninglaind variable. Do this by passing in
undef :

$sth->bind_col(1, undef, SQL_DATETIME );

Binding to all columns

We can bind values to all of the columns iseLECTby using thebind_columns method. This takes
a list of references to scalar values and binds them to edamaamf the result in turn. This method
will die if the number of references does not match the numbéelds.

my ( $staffid, $firstname, $lastname, $address, $city, $st ate);
my $sth = prepare("SELECT Staffld, FirstName, LastName, Ad dress, City,
State
FROM Staff

WHERE City = ?");
$sth->execute(’Melbourne’);

$sth->bind_columns( \$staffid, \$firstname, \$lastname , \$address, \$city,
\$state );

# Alternately this can be written:

# $sth->bind_columns( \($staffid, $firstname, $lastname , $address, $city,
# $state) );

while( $sth->fetchrow_arrayref() ) {

print "$firstname $lastname lives at $address\n”;

}

Exercise

1. Modify your previous script to bind the output columns soiables. Use eithesind_col or
bind_columns
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Avoiding premature optimisation

Binding values to placeholders and variables to columnsiig karely necessary. Although binding
variables to columns is the most efficient way to fetch daienfthe database it is not always the
most convenient.

DBI has been written to be as fast as possible. Before rewriting grogram to bind values and
variables make sure that you properly profile your scriptisuee that such an optimisation will be
productive.

TheDBI documentation includes some hints on how to test whethgb#ii or your program that is
being slow.

Chapter summary

- We can bind the values of variables to placeholders withitiieparam method.

« bind_param allows us to specify the types of our bind values if the dagelziriver might get it
wrong.

« We can bind variables to the database fields output by us@ignid col andbind_columns
methods.

- Binding variables to database fields is the most efficient wwdgtch data from the database.

« In many cases these abilities are not required.
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Theperimonk code that appears on the cover of this book was written bylFBath. When
executed, it solves the output of thel-a-func ~ puzzle, written by Stephen B. Jenkins, and which
features on Perl Training Australidistroduction to Perlnotes.

Theperimonk code can be found in its native habitat on the PerIMonks vtebsi
(http://perimonks.org/index.pl?node_id=123321). Tilwea-func ~ code can also be found on
PerlMonks (http://perlmonks.org/index.pl?node_id=18@).

Frank Booth is the patron saint of red cabbage, and morenretion about him can be found on his
homenode (http://perimonks.org/index.pl?node=frahkus
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